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Dependency-Check is an open source tool performing a best effort analysis of 3rd party dependencies; false positives and false negatives may exist in the analysis
performed by the tool. Use of the tool and the reporting provided constitutes acceptance for use in an AS IS condition, and there are NO warranties, implied or otherwise,
with regard to the analysis or its use. Any use of the tool and the reporting provided is at the user’s risk. In no event shall the copyright holder or OWASP be held liable for
any damages whatsoever arising out of or in connection with the use of this tool, the analysis performed, or the resulting report.

How to read the report | Suppressing false positives | Getting Help: github issues

G
Sponsor

Project: root project '‘CoWorklInstaller'

cowork:CoWorklnstaller:23.10

Scan Information (show all):
e dependency-check version: 7.4.4
e Report Generated On: Thu, 23 Nov 2023 11:42:48 +0100
e Dependencies Scanned: 62 (61 unique)
e Vulnerable Dependencies: 0
e Vulnerabilities Found: O
e Vulnerabilities Suppressed: 12
o ...
e NVD CVE Checked. 2023-11-23T11:41:58
e NVD CVE Modified: 2023-11-23T02:00:01

Summary

Display: Showing Vulnerable Dependencies (click to show all)

Dependency Vulnerability IDs Package Highest Severity CVE Count Confider
Merlia-0.jar pkg:maven/lib 0
/Merlia@0
cowork.calls.zip: cowork.calls. 0
jar
cowork.calls.zip: cowork.calls. 0

jar: coworkcallsactions.js

cowork.calls.zip: cowork.calls. 0
jar: coworkcallsettings.js

cowork.calls.zip: cowork.calls. 0
jar: coworkcallsfactory.js

cowork.gptbot.zip: cowork. 0
gptbot.jar
cowork.meetingrooms.zip: 0

cowork.meetingrooms.jar

cowork.meetingrooms.zip: 0
cowork.meetingrooms.jar:
coworkmeetingroom.js



http://jeremylong.github.io/DependencyCheck/general/thereport.html
http://jeremylong.github.io/DependencyCheck/general/suppression.html
https://github.com/jeremylong/DependencyCheck/issues
https://github.com/sponsors/jeremylong
#
#
https://ossindex.sonatype.org/component/pkg:maven/lib/Merlia@0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/lib/Merlia@0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

cowork.meetingrooms.zip:
cowork.meetingrooms.jar:

coworkmeetingroommoderator.

Is

cowork.meetingrooms.zip:
cowork.meetingrooms.jar:

endofmeeting.js

cowork.meetingrooms.zip:
cowork.meetingrooms.jar:

joinmeeting.js

cowork.meetingrooms.zip:
cowork.meetingrooms.jar:

meetingrooms.maintenance.js

cowork.zip: cowork-javadoc.jar

cowork.zip: cowork-javadoc.

jar: jquery-3.5.1.js

cowork.zip: cowork-javadoc.

jar: jquery-ui.js

cowork.zip: cowork-javadoc.

jar: jguery-ui.min.js

cowork.zip: cowork-javadoc.
jar: jszip-utils-ie.js

cowork.zip: cowork-javadoc.
jar: jszip-utils-ie.min.js

cowork.zip: cowork-javadoc.
jar: jszip-utils.js

cowork.zip: cowork-javadoc.
jar: jszip-utils.min.js

cowork.zip: cowork-javadoc.
jar: jszip.js

cowork.zip: cowork-javadoc.
jar: jszip.min.js

cowork.zip: cowork-javadoc.
jar: member-search-index.js

cowork.zip: cowork-javadoc.
jar: package-search-index.js

cowork.zip: cowork-javadoc.
jar: script.js

cowork.zip: cowork-javadoc.
jar: search.js

cowork.zip: cowork-javadoc.
jar: type-search-index.js

cowork.zip: cowork.jar

cowork.zip: cowork.jar:
MessageCreationChart.js

cowork.zip: cowork.jar:

pkg:javascript
/ljquery-ui@1.
12.1

pkg:javascript
/jquery-ui@1.
12.1

pkg:javascript
liszip@3.2.1

pkg:javascript
liszip@3.2.1


https://ossindex.sonatype.org/component/pkg:javascript/jquery-ui@1.12.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:javascript/jquery-ui@1.12.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:javascript/jquery-ui@1.12.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:javascript/jquery-ui@1.12.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:javascript/jquery-ui@1.12.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:javascript/jquery-ui@1.12.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:javascript/jszip@3.2.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:javascript/jszip@3.2.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:javascript/jszip@3.2.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:javascript/jszip@3.2.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

cowork.diagnostics.js

cowork.zip: cowork.jar:
coworkcomponents.js

cowork.zip: cowork.jar:
coworkcontroller.js

cowork.zip: cowork.jar:
coworkconversation.js

cowork.zip: cowork.jar:
coworkfactory.js

cowork.zip: cowork.jar:
coworkinputbox.js

cowork.zip: cowork.jar:
coworkmodel.js

cowork.zip: cowork.jar:
coworksettingscontroller.js

cowork.zip: cowork.jar:
inetmarkdown.js

cowork.zip: cowork.jar:
showreactionscontroller.js

cowork.zip: cowork.jar:
teamsettingscontroller.js

hamcrest-2.2.jar

inetcore-23.10-tools.jar

inetcore-23.10.jar (shaded:
com.inet.shared:inetcore:null)

inetcore-23.10.jar

java-17-jre-x64-linux.tar.gz: cpe:2.3:a:eclipse:
java-17-jre-x64-linux.tar: jrt-fs.  platform:17.0.9:*:*:*:
ja_r *:*:*:*

junit-4.13.2.jar cpe:2.3:a:junit:;junit4:

4.13. 2% Kk kR kx

junit-jupiter-5.10.0.jar

junit-jupiter-api-5.10.0.jar

pkg:maven

forg.hamcrest
/hamcrest@?2.

2

pkg:maven
/shared

/inetcore@23.
10

pkg:maven
/shared

/inetcore @23.
10

pkg:maven
[junit/junit@4.
13.2

pkg:maven
/org.junit.
jupiter/junit-
jupiter@5.10.0

pkg:maven
/org.junit.
jupiter/junit-
jupiter-api@5.
10.0

Medium

Low
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https://nvd.nist.gov/vuln/search/results?form_type=Advanced&results_type=overview&search_type=all&cpe_vendor=cpe%3A%2F%3Aeclipse&cpe_product=cpe%3A%2F%3Aeclipse%3Aplatform&cpe_version=cpe%3A%2F%3Aeclipse%3Aplatform%3A17.0.9
https://nvd.nist.gov/vuln/search/results?form_type=Advanced&results_type=overview&search_type=all&cpe_vendor=cpe%3A%2F%3Aeclipse&cpe_product=cpe%3A%2F%3Aeclipse%3Aplatform&cpe_version=cpe%3A%2F%3Aeclipse%3Aplatform%3A17.0.9
https://nvd.nist.gov/vuln/search/results?form_type=Advanced&results_type=overview&search_type=all&cpe_vendor=cpe%3A%2F%3Aeclipse&cpe_product=cpe%3A%2F%3Aeclipse%3Aplatform&cpe_version=cpe%3A%2F%3Aeclipse%3Aplatform%3A17.0.9
https://ossindex.sonatype.org/component/pkg:maven/junit/junit@4.13.2?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/junit/junit@4.13.2?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/junit/junit@4.13.2?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter-api@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter-api@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter-api@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter-api@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter-api@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

junit-jupiter-engine-5.10.0.jar

junit-jupiter-params-5.10.0.jar

junit-platform-commons-
1.10.0.jar

junit-platform-engine-1.10.0.jar

junit-platform-launcher-1.10.0.
jar

junit-platform-suite-1.10.0.jar

junit-platform-suite-api-1.10.0.
jar

junit-platform-suite-commons-
1.10.0.jar

junit-platform-suite-engine-
1.10.0.jar

junit-vintage-engine-5.10.0.jar

cpe:2.3:a:

fan_platform_project:

fan_platform:1.10.0:

cpe:2.3:a:

fan_platform_project:

fan_platform:1.10.0:

cpe:2.3:a:

fan_platform_project:

fan_platform:1.10.0:

cpe:2.3:a:

fan_platform_project:

fan_platform:1.10.0:

cpe:2.3:a:

fan_platform_project:

fan_platform:1.10.0:

Kekekeokekokek

cpe:2.3:a:

fan_platform_project:

fan_platform:1.10.0:

Kekekeokekokek

cpe:2.3:a:

fan_platform_project:

fan_platform:1.10.0:

cpe:2.3:a:

fan_platform_project:

fan_platform:5.10.0:

kekekekekekek

pkg:maven
lorg.junit.
jupiter/junit-
jupiter-
engine@5.
10.0

pkg:maven
/org.junit.
jupiter/junit-
jupiter-
params@5.
10.0

pkg:maven
/org.junit.
platform/junit-

platform-
commons@1.

10.0

pkg:maven
lorg.junit.
platform/junit-
platform-

engine@1.
10.0

pkg:maven
lorg.junit.
platform/junit-

platform-
launcher@1.

10.0

pkg:maven
/org.junit.
platform/junit-

platform-
suite@1.10.0

pkg:maven
platform/junit-
platform-suite-
api@1.10.0

pkg:maven
platform/junit-

platform-suite-
commons@1.

10.0

pkg:maven
platform/junit-
platform-suite-
engine@1.
10.0

pkg:maven
vintage/junit-
vintage-
engine@>.
10.0

Low

Low

Low

Low

Low

Low

Low

Low


https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter-engine@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
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https://ossindex.sonatype.org/component/pkg:maven/org.junit.platform/junit-platform-commons@1.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
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https://ossindex.sonatype.org/component/pkg:maven/org.junit.vintage/junit-vintage-engine@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.vintage/junit-vintage-engine@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.vintage/junit-vintage-engine@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.vintage/junit-vintage-engine@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.junit.vintage/junit-vintage-engine@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

opentest4j-1.3.0.jar

slf4j-api-2.0.9.jar

taskplanner.coworkmessage.

zip: taskplanner.

coworkmessage.jar

Dependencies

Merlia-0.jar

pkg:maven
lorg.opentest4j

/opentest4j@1.
3.0

pkg:maven
lorg.slf4j/s|f4j-
api@2.0.9

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/lib/Merlia/O
/fc0c94f56a1c43b76f3ae539f0cd8af2d832d9d2/Merlia-0.jar
MD5: 8e7f9f81ce022680498de9dfb63c1d23

SHA1: fc0c94f56alc43b76f3ae539f0cd8af2d832d9d2

SHA256:1dfd38a307f047b7584492c2c37197db896fc7dd24a8ab893e1bff306a4cf8b8
Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence

Type

Vendor
Vendor
Vendor
Vendor
Vendor
Product
Product
Product
Version
Version
Version

Version

Identifiers

Source
file
gradle
gradle
jar

jar

file
gradle
jar

file

file

gradle

Name

name
artifactid
groupid
package name
package name
name
artifactid
package name
name

version

version

Manifest driver-version

Value

Merlia-0

Merlia

lib

inet

tds

Merlia-0

Merlia

tds

Merlia-0

0

0

8.13

¢ pkg:maven/lib/Merlia@0 (Confidence:Highest)

Confidence
High
Highest
Highest
Low
Low
High
Highest
Low
Medium
Medium
Highest

Medium


https://ossindex.sonatype.org/component/pkg:maven/org.opentest4j/opentest4j@1.3.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.opentest4j/opentest4j@1.3.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.opentest4j/opentest4j@1.3.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.opentest4j/opentest4j@1.3.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.slf4j/slf4j-api@2.0.9?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.slf4j/slf4j-api@2.0.9?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/org.slf4j/slf4j-api@2.0.9?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:maven/lib/Merlia@0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

cowork.calls.zip: cowork.calls.jar

File Path: /homel/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.calls.zip/cowork.calls.jar

MD5: 1bc9f92e596daf8460ec8cc198f089f5

SHA1: fe56e150e8a74c658295d83a67cbf73126755354
SHA256:50e6897398d5a680e0746e48fbcad6d137d809bf6d80d242e7cfl3a55b44ad67

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Vendor file name cowork.calls High
Vendor jar package name calls Low
Vendor jar package name cowork Low
Vendor jar package name inet Low
Vendor Manifest built-date 2023-11-23 11:33 Low
Vendor Manifest implementation- cowork Low
group

Vendor Manifest Implementation- i-net software High
Vendor

Vendor Manifest Implementation- de.inetsoftware Medium
Vendor-Id

Vendor Manifest specification- i-net software Low
vendor

Vendor Manifest vendor i-net software GmbH, Berlin, Germany Medium

Product file name cowork.calls High

Product jar package name calls Highest

Product jar package name calls Low

Product jar package name cowork Highest

Product jar package name cowork Low

Product jar package name server Low

Product Manifest built-date 2023-11-23 11:33 Low

Product Manifest implementation- cowork Low
group

Product Manifest Implementation- cowork.calls High
Title

Product Manifest specification-titte cowork.calls Medium

Version jar package name cowork Highest

Version Manifest Implementation- 23.10.241 High

Version



Identifiers

e None

cowork.calls.zip: cowork.calls.jar: coworkcallsactions.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklnstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.calls.zip/cowork.calls.jar/com/inet/cowork/calls/js
/coworkcallsactions.js

MD5: c6a4c9578d9d0893ac730bc8ecac5a4f

SHAL: c2d66d0f4818e27a59aabcdfad2fOcda00f9c6bl
SHA256:05a5¢c90174b208be30faffb6a80d5717347bee0dff392bee5d66969337b5¢c26

Referenced In Project/Scope:CoWorkinstaller

Evidence [+
Type Source Name Value Confidence
Identifiers
e None

cowork.calls.zip: cowork.calls.jar: coworkcallsettings.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklnstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.calls.zip/cowork.calls.jar/com/inet/cowork/calls/js
/coworkcallsettings.js

MD5: c1a3333b613aadec145360808dcc54bd

SHAL: c616ea88el7adalc294780f828f583d48aflc46¢
SHA256:af641b72434a0b70a4ead4e10f02c53773565e5ece2ceadf5e789d1delabf5746

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers

e None



cowork.calls.zip: cowork.calls.jar: coworkcallsfactory.js

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.calls.zip/cowork.calls.jar/com/inet/cowork/calls/js
/coworkcallsfactory.js

MD5: 38f54e58bd4bf27394ch56a6b12c80a5

SHAZ1: cd955fb8f0ebb7d191e6402b0f4adb0f8dea9abe
SHA256:93b130b61975900a769b90cdb48f5680a4a50369b5¢5306db87ef9a0b08365ff

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers
e None

cowork.gptbot.zip: cowork.gptbot.jar

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.gptbot.zip/cowork.gptbot.jar

MD5: 53e730c0078d787deb325cd9b3b49a7f

SHA1: e1892c6dff602fff71f286f9a66ce4299187a648
SHA256:47ale8abadc0f2f412f7dc0f40a9b9ee55711ad4eb169a6f00efe9dadb6f1f715

Referenced In Project/Scope:CoWorkinstaller

Evidence [#
Type Source Name Value Confidence
Vendor file name cowork.gptbot High
Vendor jar package name cowork Low
Vendor jar package name gptbot Low
Vendor jar package name inet Low
Vendor Manifest built-date 2023-11-23 11:32 Low
Vendor Manifest implementation-  cowork Low
group

Vendor Manifest Implementation- i-net software High
Vendor

Vendor Manifest Implementation- de.inetsoftware Medium

Vendor-ld



Vendor Manifest specification- i-net software Low

vendor
Vendor Manifest vendor i-net software GmbH, Berlin, Germany Medium
Product file name cowork.gptbot High
Product jar package name cowork Highest
Product jar package name cowork Low
Product jar package name gptbot Highest
Product jar package name gptbot Low
Product Manifest built-date 2023-11-23 11:32 Low
Product Manifest implementation- cowork Low
group
Product Manifest Implementation- cowork.gptbot High
Title
Product Manifest specification-title cowork.gptbot Medium
Version jar package name cowork Highest
Version Manifest Implementation- 23.10.241 High
Version

Identifiers

e None

cowork.meetingrooms.zip: cowork.meetingrooms.jar

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.meetingrooms.zip/cowork.meetingrooms.jar

MD5: 80c7cb06d85b272af38645415679c16a

SHA1: 0ee4f969beb9fe919b2a294c5ce095a7352e7df1
SHA256:e6d5965c9216fad82f108708696051c3c8127dbaefe97b0ea78de01cda574028

Referenced In Project/Scope:CoWorkinstaller

Evidence (+]
Type Source Name Value Confidence
Vendor file name cowork.meetingrooms High
Vendor jar package name cowork Low
Vendor jar package name inet Low
Vendor jar package name meetingrooms Low

Vendor Manifest built-date 2023-11-23 11:33 Low



Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

Identifiers

Manifest

Manifest

Manifest

Manifest

Manifest
file
jar
jar
jar
jar
jar
Manifest

Manifest

Manifest

Manifest
jar

Manifest

e None

implementation-
group

Implementation-
Vendor

Implementation-
Vendor-Id

specification-
vendor

vendor

name
package name
package name
package name
package name
package name
built-date

implementation-
group

Implementation-
Title

specification-title
package name

Implementation-
Version

cowork

i-net software

de.inetsoftware

i-net software

i-net software GmbH, Berlin, Germany

cowork.meetingrooms
cowork

cowork

meetingrooms
meetingrooms

server

2023-11-23 11:33

cowork

cowork.meetingrooms

cowork.meetingrooms
cowork

23.10.241

Low

High

Medium

Low

Medium
High
Highest
Low
Highest
Low
Low
Low

Low

High

Medium
Highest

High

cowork.meetingrooms.zip: cowork.meetingrooms.jar: coworkmeetingroom.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.meetingrooms.zip/cowork.meetingrooms.jar/com/inet
/cowork/meetingrooms/js/coworkmeetingroom.js

MD5: eecdf9034c861b8c4ce94400d7bbe5da

SHA1: c5aad4el115e2e8b81991d29709623c9cel4e721d3

SHA?256:ba79a52dfcba3e8a152f3308a7b5da8fbc58b7cdc53ccled1fe90bb0ff60eca2

Referenced In Project/Scope:CoWorkinstaller

Evidence



Type Source Name Value Confidence

Identifiers

e None

cowork.meetingrooms.zip: cowork.meetingrooms.jar:
coworkmeetingroommoderator.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.meetingrooms.zip/cowork.meetingrooms.jar/com/inet
/cowork/meetingrooms/js/coworkmeetingroommoderator.js

MD5: 7bal2fd108ea0aa8329966cd29f10f60

SHA1: 39d65fe0a904458b7¢c9637c1200a94fc58dea349
SHA256:89f87d738dbdb40bb6f0058e54f6f395b04eab17a00d733c702330504c3b19d7

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers
e None

cowork.meetingrooms.zip: cowork.meetingrooms.jar: endofmeeting.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.meetingrooms.zip/cowork.meetingrooms.jar/com/inet
/cowork/meetingrooms/js/endofmeeting.js

MD5: 4b4c12b95d94bd2e74ec12f2be488e85

SHA1: 68c04779174fc8ae75538d052ch5674b5be62de0
SHA256:87fda5f3ecdd992e223001e91d5934fb65b1ad6bd7981fdchccOeac225af0dc6

Referenced In Project/Scope:CoWorkinstaller

Evidence [+

Type Source Name Value Confidence

Identifiers



e None

cowork.meetingrooms.zip: cowork.meetingrooms.jar: joinmeeting.js

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.meetingrooms.zip/cowork.meetingrooms.jar/com/inet
/cowork/meetingrooms/js/joinmeeting.js

MD5: df53a50b2a30f742ca7d64024e909b17

SHA1: ¢853314639e25313c346abaf06d52940b5244d4e
SHA256:df9601551a79ae5159770€91885295223ac6034a46a01e2654c4efba90e9d56¢

Referenced In Project/Scope:CoWorkinstaller

Evidence (+]
Type Source Name Value Confidence
Identifiers
e None

cowork.meetingrooms.zip: cowork.meetingrooms.jar: meetingrooms.maintenance.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.meetingrooms.zip/cowork.meetingrooms.jar/com/inet
/cowork/meetingrooms/maintenance/meetingrooms.maintenance.js

MD5: 06¢c9257f0a425d619a95d826cc89dfe6

SHA1: ce8006889dff7bbe6e0628b6657c49200eda2853
SHA256:59h9e1f8d979¢c485580810262ea50dcch43322¢11¢c36696e73a0c7fa32aa4fd6

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers

e None



cowork.zip: cowork-javadoc.jar

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar

MD5: 8b24ad17e79fbb5361f0f8371f613698

SHAZ1: dOacef5214a3b04432a5a266088f1f42e137b8b7
SHA256:4d5b6a6fe9a42c7252d82262e52f23b6efdf7f22d804f776dfaaee9b44f8580b

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Vendor file name cowork-javadoc High
Product file name cowork-javadoc High
Identifiers

e None

cowork.zip: cowork-javadoc.jar: jquery-3.5.1.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jquery/jquery-3.5.1.js

MD5: 23c7¢5d2d1317508e807a6¢7f777d6ed

SHA1: ad16c4al132ad2a03b4951185fed46d55397b5e88
SHA256:416a3b2c3bf16d64f6b5b6d0f7b079df2267614dd6847fc2f3271b4409233¢37

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Related Dependencies

e cowork.zip: cowork-javadoc.jar: jquery.js

¢ File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-
Problems/CoWorkInstaller/build/tmp/dependencies/i-net CoWork/plugins/cowork.
zip/cowork-javadoc.jar/jquery/external/jquery/jquery.js

e MD5: 23¢7¢5d2d1317508e807a6¢7f777d6ed

e SHA1: ad16c4al32ad2a03b4951185fed46d55397b5e88

e SHA256: 416a3b2c3bf16d64f6b5b6d0f7b079df2267614dd6847fc2f3271b4409233¢37

Identifiers



e None

cowork.zip: cowork-javadoc.jar: jquery-ui.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jquery/jquery-ui.js

MD5: 3e34f50eab2e13d720c93e44ac5ch7ca

SHAL1: c432ac324c727a86a9a54eff1b90d79e115e3f16
SHA256:712e2e2efel717alel0aee0e02163eldeadf88760ade58b5cdfe333eabde5247

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Vendor file name jquery-ui High
Product file name jquery-ui High
Version file version 1121 High

Identifiers

e pkg:javascript/jquery-ui@1.12.1 (Confidence:Highest)

cowork.zip: cowork-javadoc.jar: jquery-ui.min.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklnstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jquery/jquery-ui.min.js

MD5: 28d157e58272€91b054c254eab737df0

SHA1: 4165e40107b31b0ce5f022f579635fcch887befd
SHA256:76e849220d7fe7778affeaaf0806e48bbb69a5ec5b8c8b8f5f3cd89439a6dedc

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Vendor file name jquery-ui High
Product file name jquery-ui High

Version file version 1121 High


https://ossindex.sonatype.org/component/pkg:javascript/jquery-ui@1.12.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Identifiers

e pkg:javascript/jquery-ui@1.12.1 (Confidence:Highest)

cowork.zip: cowork-javadoc.jar: jszip-utils-ie.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jqueryl/jszip-utils/dist/jszip-
utils-ie.js

MD5: 9ec16c4857f56351e91cae003483bc8f

SHA1: 98fe94534d85ac506afac72bcd109eadb0024¢32
SHA256:0ce844c4c202¢352e3210a61fc0910039a70708453b0db6f29d4da9496f2711e

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork-javadoc.jar: jszip-utils-ie.min.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jquery/jszip-utils/dist/jszip-
utils-ie.min.js

MD5: 5d44e2ad643c15a737b056b08def582a

SHA1: aad1e840064b0d5d046d2087d17ceb24f7ec165d
SHA256:794491b22860b2a9267h6327e19¢ch45ch999d290f167f7¢c87204ffc2ff87e457

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers

e None


https://ossindex.sonatype.org/component/pkg:javascript/jquery-ui@1.12.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

cowork.zip: cowork-javadoc.jar: jszip-utils.js

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jquery/jszip-utils/dist/jszip-
utils.js

MD5: d3b9e4ee8dff5107cel1285f0d51d86f3

SHA1: 57aca6d613287c93f41f32efd124dd2a72994eed
SHA256:c06f765f3bed456436a8819b4d41fba66e537d88c90c4f46eb95d604c94086e3

Referenced In Project/Scope:CoWorkinstaller

Evidence (+]
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork-javadoc.jar: jszip-utils.min.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jqueryl/jszip-utils/dist/jszip-
utils.min.js

MD5: 0608ff0ca6b939ae7263f0b219b0e4f2

SHA1: a0885000845dedb7f5bf0db35e1f92cc79a0d40c
SHA256:¢c38706b6ead21f5636ea9b79297a7976c59f8¢c1ff9242bf675aee5dce392ce98

Referenced In Project/Scope:CoWorkinstaller

Evidence [+
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork-javadoc.jar: jszip.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jqueryl/jszip/dist/jszip.js
MD5: 445655f2b60614c242f0c073c319ebd3



SHA1: 2f46d4b06054852cdde51cee3764f71b8658da87
SHA256:6c18a4b2cee69dd705e8a9ac911e2284f4a5c68c86031b86e067ffaf3a253938
Referenced In Project/Scope:CoWorklinstaller

Evidence
Type Source Name Value Confidence
Vendor file name jszip High
Product file name jszip High
Version file version 3.2.1 High

Identifiers

¢ pkg:javascript/jszip@3.2.1 (Confidence:Highest)

cowork.zip: cowork-javadoc.jar: jszip.min.js

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jqueryl/jszip/dist/jszip.min.js
MD5: dc5d2aac976blad09faa452b4ce37519

SHAZ1: 3437dfaddce6aa98c78ff6768de5694a70768892
SHA256:832e56e7fad75a5b965c546f31614531586871fa417bb4dfe125b658c7e3b381

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Vendor file name jszip High
Product file name jszip High
Version file version 3.2.1 High

Identifiers

¢ pkg:javascript/jszip@3.2.1 (Confidence:Highest)

cowork.zip: cowork-javadoc.jar: member-search-index.js


https://ossindex.sonatype.org/component/pkg:javascript/jszip@3.2.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://ossindex.sonatype.org/component/pkg:javascript/jszip@3.2.1?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/member-search-index.js
MD5: 4c0a0de0fc11c82e59fb94681elc2d2c

SHAL: 11ceec23735bb410656¢c482b6db93cfb2721b1cO
SHA256:0393013e831d6e0c740b641e3e6609202a40913b5f700ffb621794d25def0f7b

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork-javadoc.jar: package-search-index.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/package-search-index.js
MD5: 775b43917659ca8cde9d23c9063ac264

SHA1: f23d1666f9750343364ff415f3eaa0464ad82fec
SHA256:192d287687a5cc81e66222c6f0bc6db72b345333d6d0702d8c2f21e3d8dda913

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork-javadoc.jar: script.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/script.js

MD5: 09faf3df2baf98a85204181a24f8474a

SHA1: b12f5b1b9ec286814b1874bf7647b26755be106f
SHA256:2074e4b64cfac3al7618a69de47892e81023h97caf77e33c4db9048dfacl1a09b

Referenced In Project/Scope:CoWorkinstaller

Evidence [+



Type Source Name Value Confidence

Identifiers

e None

cowork.zip: cowork-javadoc.jar: search.js

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/search.js

MD5: a2cf11ffe638bf82e355d8d832869e24

SHA1: 34a05458bceae78a6f624db3e3a754fecc015358
SHA256:b2f9760a7aa9b092c3c79efa7f058afb851ccd447d1283d57421df909b54f2fb9

Referenced In Project/Scope:CoWorklinstaller

Evidence [+]
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork-javadoc.jar: type-search-index.js

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/type-search-index.js

MD5: f75e02a6acc93f05a2bf139bfd66a2a7

SHA1: 16ad180de54bdféac5efb19ca0fdb773775b9ab0
SHA256:64808ba5e746a2ba62b38273fa0350€9d2179956d5620a0d725bb8e0b9880bb7

Referenced In Project/Scope:CoWorkinstaller

Evidence

Type Source Name Value Confidence

Identifiers



e None

cowork.zip: cowork.jar

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar

MDS5: ceff68eaf70572619d52dcbaelf4819d

SHA1: c96e2634d049154f7e9ebc339d84fd5859963f76
SHA256:2¢1d9a67069faf2f3bdcc5f6c56de39b7169d6a695b68e3772f88649¢c584f708

Referenced In Project/Scope:CoWorkinstaller

Evidence (#
Type Source Name Value Confidence
Vendor file name cowork High
Vendor jar package name cowork Low
Vendor jar package name i Highest
Vendor jar package name inet Low
Vendor jar package name server Low
Vendor Manifest built-date 2023-11-23 11:34 Low
Vendor Manifest implementation-  cowork Low
group

Vendor Manifest Implementation- i-net software High
Vendor

Vendor Manifest Implementation- de.inetsoftware Medium
Vendor-Id

Vendor Manifest specification- i-net software Low
vendor

Vendor Manifest vendor i-net software GmbH, Berlin, Germany Medium

Product file name cowork High

Product jar package name cowork Highest

Product jar package name cowork Low

Product jar package name server Low

Product Manifest built-date 2023-11-23 11:34 Low

Product Manifest implementation- cowork Low
group

Product Manifest Implementation- cowork High
Title

Product Manifest specification-title cowork Medium

Version jar package name cowork Highest



Version Manifest Implementation- 23.10.241 High
Version

Identifiers

e None

cowork.zip: cowork.jar: MessageCreationChart.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/integration
/diagnostics/MessageCreationChart.js

MD5: 6f3398cc9560094€95f943d6b84aaec06

SHA1: 5079a14766d99d21918e01d8847c2aec34efe94a
SHA256:9f2e95303f979a5ae2ch30188d387dce1b015282689fbccad47488ed96a8809¢e

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork.jar: cowork.diagnostics.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/integration
/diagnostics/cowork.diagnostics.js

MD5: a6e5e510de8c405al11ec693dc62334d7

SHAL: ceaf22817b194cbc9blcbleladf4d4fc235adfld
SHA256:594d4b75bab085edc78d9706d5630a46bd961e647ef35155066a37¢13513135b

Referenced In Project/Scope:CoWorkinstaller

Evidence [#]

Type Source Name Value Confidence

Identifiers



e None

cowork.zip: cowork.jar: coworkcomponents.js

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/client/js
/coworkcomponents.js

MD5: c8ecfd2fd8bc104939d893919a085158

SHAZ1: 513295c9a2dd7a3e46180fefb786eb9f6f2781d8
SHA256:f87ddedfec4b2da9ed87b43ch6a85e46ch38865e560b020b86a90eaefo8b7afab

Referenced In Project/Scope:CoWorkinstaller

Evidence (+]
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork.jar: coworkcontroller.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/client/js
/coworkcontroller.js

MD5: f103¢2c¢17485935c02df847dd529¢c825

SHA1: 84a55dcdd3895274dc71e5626¢cf16b2873692c7e
SHA256:15b663ba0ac04d9ba64919403e14271f894e6¢c316ddb0212f9f104809b7eefce

Referenced In Project/Scope:CoWorkinstaller

Evidence (+]
Type Source Name Value Confidence
Identifiers

e None



cowork.zip: cowork.jar: coworkconversation.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/client/js
/coworkconversation.js

MD5: 11709cc52519557bb68e9a5ff8d94ce2

SHAL: 4931ae7732b5161fd6a230d9d204ad4aae35037d
SHA256:9bdbfcbd33fd2abfa34908e94032e32143ea2729308b4be70819ec86alfc44b3

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork.jar: coworkfactory.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/client/js
/coworkfactory.js

MDS5: cfe06155c236b65a436e9b1949b5clea

SHA1: a6760d23355a23903230da3253f555cda40e8591
SHA256:856¢1fbdf28f9e272flee3bbc6b72dal3alc2eed37e235269bab7b8aaec21d4c3

Referenced In Project/Scope:CoWorkinstaller

Evidence (#
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork.jar: coworkinputbox.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/client/js
/coworkinputbox.js

MD5: 35258ccdael5¢c9b6405cce6eda3ed122



SHA1: b8302aale2eabbld1d7077edec0c242f85c55a5e
SHA?256:22188e1f913deeddc8cab4ac4087de2e7f4dc2cb7cb4537f74aa027b8782fedc
Referenced In Project/Scope:CoWorklinstaller

Evidence (+]
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork.jar: coworkmodel.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/client/js
/coworkmodel.js

MD5: 9b866342086b52¢c3f81e608b7065f783

SHA1: 2a74el12ddac5d2deb7958442118cdb662b886b65
SHA256:23834a86ec3137a87099da47074e1347a107¢39f2604c46754c3290d9903424d

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork.jar: coworksettingscontroller.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/client/js
/coworksettingscontroller.js

MD5: a85aca215526171b9878adacadd60134

SHAZ1.: fflefd824d5bdb1054a8cbb3496065cd3e004172
SHA256:826c3cfb2a6c4a96d2568d6d04a47f776bc248d6c7419bee6c678850340fc67¢

Referenced In Project/Scope:CoWorkinstaller

Evidence [+



Type Source Name Value Confidence

Identifiers

e None

cowork.zip: cowork.jar: inetmarkdown.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklnstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/client/js
/inetmarkdown.js

MD5: ddd9901dff0fdd3681f4010e34cfaa89

SHA1: 95b44114f78f900bec4240c840284f45d6¢cb775e
SHA256:42008dca21256bafc93373a860532990f1c923ed0d431388e5da7de016d4a9d8

Referenced In Project/Scope:CoWorkinstaller

Evidence
Type Source Name Value Confidence
Identifiers
e None

cowork.zip: cowork.jar: showreactionscontroller.js

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/client/js
/showreactionscontroller.js

MD5: abd357e703acldcfa2dbal4cf5a337be

SHA1: 28e5cd68780721034959fa99f07e6c0408e299¢b
SHA256:c2d24acddff8e4bb06a81lac849c81al8b4ce4072932e78795che14f1583a6871

Referenced In Project/Scope:CoWorkinstaller

Evidence

Type Source Name Value Confidence

Identifiers



e None

cowork.zip: cowork.jar: teamsettingscontroller.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork.jar/com/inet/cowork/client/js
lteamsettingscontroller.js

MD5: 23505db20f3ea0279bab51dbff09fe0b

SHAL: 86eae40ed16f444c5d166064eb4fefe399d28827
SHA256:bfbf9a2ca243bb401ac7bf7921b26b58997bebac3111e79cd3c0970bccfO6b31

Referenced In Project/Scope:CoWorkinstaller

Evidence (#
Type Source Name Value Confidence
Identifiers
e None

hamcrest-2.2.jar

Description:
Core API and libraries of hamcrest matcher framework.
License:
BSD License 3: http://opensource.org/licenses/BSD-3-Clause

File Path: /home/jenkins/.gradle/caches/modules-2/files-2.1/org.hamcrest/hamcrest/2.2
/1820c0968dba3al1a1b30669bb1f01978a91dedc/hamcrest-2.2.jar

MD5: 10b47e837f271d0662f28780e60388e8

SHA1: 1820c0968dba3allalb30669bb1f01978a91dedc
SHA256:5e62846a89f05cd78cd9c1a553f340d002458380¢320455dd1f8fc5497a8alcl
Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence
Type Source Name Value Confidence
Vendor central artifactid hamcrest Highest
Vendor central groupid org.hamcrest Highest
Vendor file name hamcrest High

Vendor gradle artifactid hamcrest Highest



Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

gradle
jar
jar

Manifest

Manifest

Manifest

Manifest

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
jar

Manifest

Manifest

Manifest

Manifest

Manifest

pom
pom
pom
pom

pom

groupid
package name
package name

automatic-
module-name

bundle-
symbolicname

Implementation-
Vendor

require-
capability

artifactid
developer id
developer id
developer id
developer name
developer name
developer name
groupid

name

url

artifactid

name

artifactid
package name

automatic-
module-name

Bundle-Name

bundle-
symbolicname

Implementation-
Title

require-
capability

artifactid

developer id
developer id
developer id

developer name

org.hamcrest
hamcrest
hamcrest
org.hamcrest
org.hamcrest
hamcrest.org
osgi.eefilter:="(&(osgi.ee=JavaSE)
(version=1.7))"
hamcrest
joewalnes
npryce

sf105

Joe Walnes
Nat Pryce
Steve Freeman
org.hamcrest
Hamcrest
http://hamcrest.org/JavaHamcrest/
hamcrest
hamcrest
hamcrest
hamcrest

org.hamcrest

hamcrest

org.hamcrest

hamcrest
osgi.eefilter:="(&(osgi.ee=JavaSE)
(version=1.7))"

hamcrest

joewalnes

npryce

sf105

Joe Walnes

Highest
Highest
Low

Medium

Medium

High

Low

Low

Medium
Medium
Medium
Medium
Medium
Medium
Highest
High

Highest
Highest
High

Highest
Highest

Medium

Medium

Medium

High

Low

Highest
Low
Low
Low

Low



Product

Product

Product

Product

Product

Version

Version

Version

Version

Version

Version

Identifiers

¢ pkg:maven/org.hamcrest/hamcrest@2.2 (Confidence:High)

pom
pom
pom
pom
pom
central
file
gradle
Manifest

Manifest

pom

developer name
developer name
groupid

name

url

version

version

version
Bundle-Version

Implementation-
Version

version

Nat Pryce
Steve Freeman
org.hamcrest

Hamcrest

http://hamcrest.org/JavaHamcrest/

2.2

2.2

2.2

2.2

2.2

2.2

inetcore-23.10-tools.jar

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/shared/inetcore/23.10
/750eec9379e6f99932bcb6f7ca84edc875ff8ea8/inetcore-23.10-tools.jar

MD5: a712ea653fe7836c8fed9db07897433f
SHA1: 750eec9379e6f99932bcb6f7ca84edc875ff8eald

SHA?256:dbc4eaff696a228fc59820b197a56c831ba6dae1996965410e7b6f443b427eb3

Referenced In Project/Scope: CoWorkInstaller:inetPlugin

Evidence

Type

Vendor
Vendor
Vendor
Vendor
Product
Product
Version
Version

Version

Source
file
gradle
gradle
jar

file
gradle
file

file

gradle

Name

name

artifactid
groupid
package name
name

artifactid

name

version

version

Value

inetcore

inetcore

shared

test

inetcore

inetcore

inetcore

23.10

23.10

Low
Low
Highest
High
Medium
Highest
High
Highest
High

High

Highest

Confidence
High
Highest
Highest
Low

High
Highest
Medium
High

Highest


https://ossindex.sonatype.org/component/pkg:maven/org.hamcrest/hamcrest@2.2?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Identifiers

¢ pkg:maven/shared/inetcore@23.10 (Confidence:Highest)

inetcore-23.10.jar (shaded: com.inet.shared:inetcore:null)

Description:

A blend composite defines the rule according to which a drawing primitive (known as the source) is mixed
with existing graphics (know as the destination.)

ColorUtilities contains a set of tools to perform common color operations easily.
License:
LGPL: http://www.gnu.org/licenses/Igpl.txt

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/shared/inetcore/23.10
/316€9f67934f6521b0cc3491ab952c4b31c220eal/inetcore-23.10.jar/META-INF/com/inet/shared/utils
/BlendComposite/pom.xmi

MD5: b7bc59004e73f85cce4369bc5e034e6b

SHAL: 9caff88589bdd8fdc3c3f320340b76830f3818de
SHA256:aab973b164e2d64808cd34c47b78399c4f016ec308900f5393733d3bc5¢706bc
Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence
Type Source Name Value Confidence
Vendor pom artifactid inetcore Low
Vendor pom developer email contact@inetsoftware.de Low
Vendor pom developer email morgand@apache.org Low
Vendor pom developerid inetsoftware Medium
Vendor pom developer id romainguy Medium
Vendor pom developer id sun Medium
Vendor pom developer name i-net /// software Medium
Vendor pom developer name Romain Guy Medium
Vendor pom developer name  Sun Medium
Vendor pom developer org Sun Medium
Vendor pom groupid com.inet.shared Highest
Vendor pom name BlendComposite and ColorUtils High
Vendor pom developer id oracle Medium

(hint)


https://ossindex.sonatype.org/component/pkg:maven/shared/inetcore@23.10?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Identifiers

pom
(hint)

pom
(hint)

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom

pom

e None

inetcore-23.10.jar

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/shared/inetcore/23.10

developer name

developer org

artifactid
developer emalil
developer email
developer id
developer id
developer id
developer name
developer name
developer name
developer org
groupid

name

oracle

oracle

inetcore
contact@inetsoftware.de
morgand@apache.org
inetsoftware
romainguy

sun

i-net /// software
Romain Guy

Sun

Sun

com.inet.shared

BlendComposite and ColorUtils

/316e9f67934f6521b0cc3491ab952c4b31c220ea/inetcore-23.10.jar
MD5: bd5b5e02f73ac8d9aae45e641bflde87
SHA1: 316e9f67934f6521b0cc3491ab952c4b31c220ea

SHA256:af39304c3ce6b6a03dc23c5f78060ff22ec02288f24d261cff2b5e31fb538294

Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence

Type

Vendor
Vendor
Vendor
Vendor

Vendor

Source
file
gradle
gradle
jar

jar

Name

name

artifactid
groupid
package name

package name

Value
inetcore
inetcore
shared

i

inet

Medium

Medium

Highest
Low
Low
Low
Low
Low
Low
Low
Low
Low
Highest

High

[#]

Confidence
High
Highest
Highest
Highest

Low



Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

Version

Version

Version

Manifest

Manifest
Manifest

Manifest

Manifest

Manifest

Manifest

Manifest

Manifest
Manifest
Manifest
file
gradle
jar

jar

Manifest

Manifest
Manifest

Manifest

Manifest

Manifest
Manifest
Manifest
Manifest
file

file
gradle
jar

jar

application-
library-
allowable-
codebase
built-date
codebase

implementation-
group

Implementation-
Vendor

Implementation-
Vendor-Id

permissions

specification-
vendor

trusted-library
trusted-only
vendor

name

artifactid
package name
package name
application-
library-
allowable-
codebase
built-date

codebase

implementation-
group

Implementation-
Title

permissions

specification-title

trusted-library
trusted-only
name

version
version
package name

package name

2023-11-23 10:39

*

shared

i-net software

de.inetsoftware

all-permissions

i-net software

false

false

i-net software GmbH, Berlin, Germany

inetcore
inetcore
permissions

shared

*

2023-11-23 10:39

*

shared

inetcore

all-permissions
inetcore

false

false

inetcore

23.10

23.10
permissions

shared

Low

Low
Low

Low

High

Medium

Low

Low

Low
Low
Medium
High
Highest
Highest
Highest

Low

Low
Low

Low

High

Low
Medium
Low
Low
Medium
High
Highest
Highest

Highest



Version

Identifiers

Manifest Implementation-
Version

23.10.241

¢ pkg:maven/shared/inetcore@23.10 (Confidence:Highest)

java-17-jre-x64-linux.tar.gz: java-17-jre-x64-linux.tar: jrt-fs.jar

High

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/java-17-jre-x64-linux.tar.gz/java-17-jre-x64-linux.tar/jre-11/lib/jrt-fs.jar

MD5: ea4c2a3bc8b6563e4e5453ca022447f3

SHA1L: 4702067e43alba583999aa3e72c1al2fc99f8e80

SHA?256:f4fde8064ecldc1494a6bf12955dcc83347elaab2c1bf206c55fa3e0aa7e690b

Referenced In Project/Scope:CoWorkinstaller

Evidence

Type

Vendor
Vendor
Vendor
Vendor

Vendor

Vendor

Product
Product
Product

Product

Product

Version

Identifiers

e cpe:2.3:a:eclipse:platform:17.0.9

Source Name
file name
jar package name
jar package name
jar package name

Manifest Implementation-
Vendor

Manifest specification-

vendor
file name
jar package name
jar package name

Manifest Implementation-
Title

Manifest specification-title

Manifest Implementation-
Version

Value
jrt-fs
internal
jdk
jimage

Eclipse Adoptium

Oracle Corporation

jrt-fs
internal
jimage

Java Runtime Environment

Java Platform API Specification

17.0.9

sorckkrk ok (Confidence:Medium)

Confidence
High
Low
Low
Low

High

Low

High
Low
Low

High

Medium

High


https://ossindex.sonatype.org/component/pkg:maven/shared/inetcore@23.10?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
https://nvd.nist.gov/vuln/search/results?form_type=Advanced&results_type=overview&search_type=all&cpe_vendor=cpe%3A%2F%3Aeclipse&cpe_product=cpe%3A%2F%3Aeclipse%3Aplatform&cpe_version=cpe%3A%2F%3Aeclipse%3Aplatform%3A17.0.9

junit-4.13.2.jar

Description:
JUnit is a unit testing framework for Java, created by Erich Gamma and Kent Beck.
License:

Eclipse Public License 1.0: http://www.eclipse.org/legal/epl-v10.html

File Path: /home/jenkins/.gradle/caches/modules-2/files-2.1/junit/junit/4.13.2
/8ac9e16d933b6fb43bc7576336b8f4d7eb5bal2/junit-4.13.2.jar

MD5: d98a9a02a99a9acd22d7653chcc1f31f

SHAL: 8ac9e16d933b6fb43bc7f576336b8f4d7eb5bal2
SHA256:8e495b634469d64fb8acfa3495a065chacc8a0fff55cele31007bedcl6dc57d3
Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence
Type Source Name Value Confidence
Vendor central artifactid junit Highest
Vendor central groupid junit Highest
Vendor file name junit High
Vendor gradle artifactid junit Highest
Vendor gradle groupid junit Highest
Vendor jar package name junit Highest
Vendor jar package name junit Low
Vendor Manifest automatic- junit Medium

module-name

Vendor Manifest implementation-  http://junit.org Low
url

Vendor Manifest Implementation-  JUnit High
Vendor

Vendor Manifest Implementation- junit Medium
Vendor-Id

Vendor pom artifactid junit Low

Vendor pom developer email david@saff.net Low

Vendor pom developer email kcooney@google.com Low

Vendor pom developer email  mail@marcphilipp.de Low

Vendor pom developer email mail@stefan-birkner.de Low

Vendor pom developer id dsaff Medium

Vendor pom developer id kcooney Medium
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marcphilipp
stefanbirkner
David Saff
Kevin Cooney
Marc Philipp
Stefan Birkner
junit

JUnit

JUnit

http://www.junit.org
http://junit.org

junit

junit

junit

junit

junit

JUnit

http://junit.org

junit

david@saff.net
kcooney@google.com
mail@marcphilipp.de
mail@stefan-birkner.de
dsaff

kcooney

marcphilipp
stefanbirkner

David Saff

Kevin Cooney

Marc Philipp

Stefan Birkner
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JUnit

Medium
Medium
Medium
Medium
Medium
Medium
Highest
High

High

Medium
Highest
Highest
High
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Version

Version

Version

Version
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Identifiers

e pkg:maven/junit/junit@4.13.2 (Confidence:High)

pom

pom
pom
central
file
gradle

Manifest

pom

organization
name

organization url
url

version

version

version

Implementation-
Version

version

e cpe:2.3:a;junit:junit4:4.13.2:%:****** (Confidence:Low)

junit-jupiter-5.10.0.jar

Description:

Module "junit-jupiter" of JUnit 5.

License:

Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

JUnit

http://www.junit.org

http://junit.org
4.13.2
4.13.2
4.13.2

4.13.2

4.13.2

Low

Low
Medium
Highest
High
Highest

High

Highest

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.jupiter/junit-jupiter/5.10.0

/8feald9c58b2156f1b998f2f18da04bc9e087f74/junit-jupiter-5.10.0.jar

MD5: bal19f309e63d0c128c381a8d68432¢c34
SHA1: 8feald9c58b2156f1b998f2f18da04bc9e087f74

SHA?256:8e4bde23ee28fc443975654a7b28c410a3b78d6be96b78c99ab73695ec344f7c

Referenced In Project/Scope:CoWorkinstaller:inetPlugin
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https://ossindex.sonatype.org/component/pkg:maven/junit/junit@4.13.2?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
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Stefan Bechtold
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JUnit Jupiter (Aggregator)
https://junit.org/junit5/
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JUnit Jupiter (Aggregator)

junit-jupiter

junit-jupiter

junit-jupiter
junit-jupiter

business@johanneslink.net

derancourt.juliette@gmail.com

mail@marcphilipp.de

matthias.merdes@heidelpay.com

sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt
marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein
Johannes Link

Juliette de Rancourt
Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.junit.jupiter

JUnit Jupiter (Aggregator)
https://junit.org/junit5/
5.10.0
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Low
Highest
High
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Highest
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Version gradle version 5.10.0 Highest

Version Manifest Bundle-Version  5.10.0 High
Version Manifest Implementation- 5.10.0 High
Version
Version pom version 5.10.0 Highest
Identifiers

e pkg:maven/org.junit.jupiter/junit-jupiter@5.10.0 (Confidence:High)

junit-jupiter-api-5.10.0.jar

Description:
Module "junit-jupiter-api” of JUnit 5.
License:
Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

File Path: /home/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.jupiter/junit-jupiter-api/5.10.0
[2fe4bha3d31d5067878e468c96aa039005a9134d3/junit-jupiter-api-5.10.0.jar

MD5: d976b1d3b22eded7c2e496ea881ed77f

SHAZ1: 2fe4ba3d31d5067878e468c96aa039005a9134d3
SHA256:108088fd7ea46a8e65a0ce7f5d75ae3ff7865606770a078715f5a6e5709e17d8
Referenced In Project/Scope:CoWorkInstaller:inetPlugin

Evidence
Type Source Name Value Confidence
Vendor central artifactid junit-jupiter-api Highest
Vendor central groupid org.junit.jupiter Highest
Vendor file name junit-jupiter-api High
Vendor gradle artifactid junit-jupiter-api Highest
Vendor gradle groupid org.junit.jupiter Highest
Vendor jar package name api Highest
Vendor jar package name api Low
Vendor jar package name junit Highest
Vendor jar package name junit Low
Vendor jar package name jupiter Highest
Vendor jar package name jupiter Low

Vendor Manifest build-date 2023-07-23 Low


https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
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junit-jupiter-api

junit.org

org.junit.platform.engine;filter:="(&(org.junit.
platform.engine=junit-jupiter)(version>=5.
10.0)(!(version>=6)))";effective:=active,osgi.
ee;filter:="(&(osgi.ee=JavaSE)(version=1.8))

junit.org

junit-jupiter-api
business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
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Christian Stein

Johannes Link

Juliette de Rancourt
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Matthias Merdes

Sam Brannen

Stefan Bechtold
org.junit.jupiter

JUnit Jupiter API
https://junit.org/junit5/
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JUnit Jupiter API

junit-jupiter-api

junit-jupiter-api

org.junit.platform.engine;filter:="(&(org.junit.
platform.engine=junit-jupiter)(version>=5.
10.0)(!(version>=6)))";effective:=active,osqi.
ee;filter:="(&(osgi.ee=JavaSE)(version=1.8))"
junit-jupiter-api

junit-jupiter-api

business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
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Product pom developer name  Marc Philipp Low

Product pom developer name  Matthias Merdes Low
Product pom developer name Sam Brannen Low
Product pom developer name  Stefan Bechtold Low
Product pom groupid org.junit.jupiter Highest
Product pom name JUnit Jupiter API High
Product pom url https://junit.org/junit5/ Medium
Version central version 5.10.0 Highest
Version file version 5.10.0 High
Version gradle version 5.10.0 Highest
Version Manifest Bundle-Version  5.10.0 High
Version Manifest Implementation- 5.10.0 High
Version
Version pom version 5.10.0 Highest
Identifiers

¢ pkg:maven/org.junit.jupiter/junit-jupiter-api@5.10.0 (Confidence:High)

junit-jupiter-engine-5.10.0.jar

Description:
Module "junit-jupiter-engine” of JUnit 5.
License:
Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

File Path: /home/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.jupiter/junit-jupiter-engine/5.10.0
/90587932d718fc51a48112d33045a18476c542ad/junit-jupiter-engine-5.10.0.jar

MD5: 9b559627f23413bf20f450211f6edcba

SHA1: 90587932d718fc51a48112d33045a18476c542ad
SHA256:57ea48e6f795200791065bbc86b70b84cd05367c5¢9f2ac8f9268e27154c88a8

Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence
Type Source Name Value Confidence
Vendor central artifactid junit-jupiter-engine Highest

Vendor central groupid org.junit.jupiter Highest


https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter-api@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
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junit-jupiter-engine

junit.org

org.junit.platform.engine;org.junit.platform.
engine=junit-jupiter;version:Version="5.10.0"

org.junit.platform.launcher;filter:="(&(org.
junit.platform.launcher=junit-platform-
launcher)(version>=1.10.0)(!(version>=2)))";
effective:=active,osgi.ee;filter:="(&(0sgi.

ee=JavaSE)(version=1.8))"

junit.org

junit-jupiter-engine
business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt

marcphilipp

mmerdes

sbrannen

High
Highest
Highest
Highest
Low
Highest
Low
Highest
Low
Low
Low
Low

Medium

High

Low

Low

Low

Low
Low
Low
Low
Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium

Medium



Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
jar

jar

jar

jar

jar
Manifest
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest

Manifest
pom
pom
pom

pom

developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

artifactid

name

artifactid
package name
package name
package name
package name
package name
build-date
build-revision
build-time
Bundle-Name

bundle-
symbolicname

Implementation-
Title

provide-
capability

require-
capability

specification-title
artifactid
developer email
developer emalil

developer email

sormuras
Christian Stein

Johannes Link

Juliette de Rancourt

Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold

org.junit.jupiter

JUnit Jupiter Engine

https://junit.org/junit5/
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JUnit Jupiter Engine

junit-jupiter-engine

junit-jupiter-engine
org.junit.platform.engine;org.junit.platform.
engine=junit-jupiter;version:Version="5.10.0"
org.junit.platform.launcher;filter:="(&(org.
junit.platform.launcher=junit-platform-
launcher)(version>=1.10.0)(!(version>=2)))";
effective:=active,osgi.ee;filter:="(&(0sgi.
ee=JavaSE)(version=1.8))"
junit-jupiter-engine

junit-jupiter-engine
business@johanneslink.net

derancourt.juliette@gmail.com

mail@marcphilipp.de
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Version
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Identifiers

e pkg:maven/org.junit.jupiter/junit-jupiter-engine@5.10.0 (Confidence:High)
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sam@sambrannen.com
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Johannes Link
Juliette de Rancourt
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Stefan Bechtold
org.junit.jupiter
JUnit Jupiter Engine
https://junit.org/junit5/
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https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter-engine@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Description:

Module "junit-jupiter-params" of JUnit 5.

License:

Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

File Path: /home/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.jupiter/junit-jupiter-params/5.10.0
/9041c7365495a897a64782ea5a6fdb99dab1814e/junit-jupiter-params-5.10.0.jar

MD5: f005062186389¢c756ce58ch380190cc4

SHA1: 9041¢c7365495a897a64782ea5a6fdb99dab1814e
SHA256:f259a7322cce375430c2236a2dch24d4a49d22045b723ad85af88e11704391¢c2
Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence

Type

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

Vendor

Vendor

Vendor

Vendor

Vendor
Vendor
Vendor

Vendor

Source Name
central artifactid
central groupid
file name
gradle artifactid

gradle  groupid

jar package name
jar package name
jar package name
jar package name
jar package name
jar package name

Manifest build-date
Manifest build-revision
Manifest build-time

Manifest bundle-
symbolicname

Manifest Implementation-
Vendor

Manifest require-

capability
Manifest specification-
vendor
pom artifactid
pom developer emalil
pom developer email

pom developer email

Value
junit-jupiter-params
org.junit.jupiter
junit-jupiter-params
junit-jupiter-params
org.junit.jupiter
junit

junit

jupiter

jupiter

params

params

2023-07-23
7f619ca7ac9ecd1b20cc01c44a4dfo8f5fh67804
14:51:13.722+0200

junit-jupiter-params
junit.org
osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.8))"

junit.org

junit-jupiter-params
business@johanneslink.net
derancourt.juliette@gmail.com

mail@marcphilipp.de

Confidence
Highest
Highest
High
Highest
Highest
Highest
Low
Highest
Low
Highest
Low
Low
Low
Low

Medium

High

Low

Low

Low
Low
Low

Low



Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
jar

jar

jar

jar

jar

jar
Manifest
Manifest
Manifest
Manifest

Manifest

developer emalil
developer emalil
developer emalil
developer email
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

artifactid

name

artifactid
package name
package name
package name
package name
package name
package name
build-date
build-revision
build-time
Bundle-Name

bundle-
symbolicname

matthias.merdes@heidelpay.com

sam@sambrannen.com

sormuras@gmail.com

stefan.bechtold@me.com

bechte

jlink
juliette-derancourt
marcphilipp
mmerdes

sbrannen

sormuras

Christian Stein
Johannes Link
Juliette de Rancourt
Marc Philipp
Matthias Merdes
Sam Brannen
Stefan Bechtold
org.junit.jupiter
JUnit Jupiter Params
https://junit.org/junit5/
junit-jupiter-params
junit-jupiter-params
junit-jupiter-params
junit

jupiter

jupiter

params

params

shadow

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4df98f5fb6780¢«

14:51:13.722+0200
JUnit Jupiter Params

junit-jupiter-params

Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Highest
High
Highest
Highest
High
Highest
Highest
Highest
Low
Highest
Low
Low
Low
Low
Low
Medium

Medium



Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

Version

Version

Version

Manifest

Manifest

Manifest
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
Manifest

Manifest

Implementation-
Title

require-
capability

specification-title
artifactid
developer email
developer email
developer emalil
developer email
developer emalil
developer emalil
developer emalil
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

version

version

version
Bundle-Version

Implementation-
Version

junit-jupiter-params

osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.8))"
junit-jupiter-params

junit-jupiter-params

business@johanneslink.net

derancourt.juliette@gmail.com

mail@marcphilipp.de

matthias.merdes@heidelpay.com

sam@sambrannen.com

sormuras@gmail.com

stefan.bechtold@me.com

bechte

jlink
juliette-derancourt
marcphilipp
mmerdes

sbrannen

sormuras

Christian Stein
Johannes Link
Juliette de Rancourt
Marc Philipp
Matthias Merdes
Sam Brannen
Stefan Bechtold
org.junit.jupiter
JUnit Jupiter Params
https://junit.org/junit5/
5.10.0

5.10.0

5.10.0

5.10.0

5.10.0

High

Low

Medium
Highest
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Highest
High
Medium
Highest
High
Highest
High

High



Version

Identifiers

¢ pkg:maven/org.junit.jupiter/junit-jupiter-params@5.10.0 (Confidence:High)

pom version

5.10.0

junit-platform-commons-1.10.0.jar

Description:

Module "junit-platform-commons” of JUnit 5.

License:

Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

Highest

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.platform/junit-platform-commons/1.

10.0/d533ff2c286eaf963566f92baf5f8a06628d2609/junit-platform-commons-1.10.0.jar

MD5: Ocef49daddba2084397f34eca55502f9
SHA1: d533ff2c286eaf963566f92baf5f8a06628d2609

SHA256:6083db08callfcale16099d0dcfede0193d80b3762b276349d80d3da536791b2

Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence

Type

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

Vendor

Source Name
central artifactid
central  groupid
file name
gradle artifactid

gradle  groupid

jar package name
jar package name
jar package name
jar package name
jar package name
jar package name
jar package name

Manifest build-date

Manifest build-revision

Manifest build-time

Value
junit-platform-commons
org.junit.platform
junit-platform-commons
junit-platform-commons
org.junit.platform
commons

commons

junit

junit

org

platform

platform

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb6780¢«

14:51:13.722+0200

Confidence
Highest
Highest
High
Highest
Highest
Highest
Low
Highest
Low
Highest
Highest
Low
Low
Low

Low


https://ossindex.sonatype.org/component/pkg:maven/org.junit.jupiter/junit-jupiter-params@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Manifest

Manifest

Manifest

Manifest

Manifest

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file

gradle

bundle-
symbolicname

Implementation-
Vendor

multi-release

require-
capability

specification-
vendor

artifactid
developer emalil
developer emalil
developer emalil
developer email
developer email
developer emalil
developer emalil
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

artifactid

name

artifactid

junit-platform-commons

junit.org

true

osgi.eefilter:="(&(osgi.ee=JavaSE)
(version=1.8))"

junit.org

junit-platform-commons
business@johanneslink.net
derancourt.juliette @gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt
marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein

Johannes Link

Juliette de Rancourt

Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.junit.platform

JUnit Platform Commons
https://junit.org/junit5/
junit-platform-commons
junit-platform-commons

junit-platform-commons

Medium

High

Low

Low

Low

Low
Low
Low
Low
Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Highest
High
Highest
Highest
High

Highest



Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

jar
jar
jar
jar
jar
jar
Manifest
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest

Manifest
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom

pom

package name
package name
package name
package name
package name
package name
build-date
build-revision
build-time
Bundle-Name

bundle-
symbolicname

Implementation-
Title

multi-release

require-
capability

specification-title
artifactid
developer emalil
developer emalil
developer email
developer email
developer emalil
developer emalil
developer emalil
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name

developer name

commons
commons
junit
platform
platform
util

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb6780¢

14:51:13.722+0200
JUnit Platform Commons

junit-platform-commons

junit-platform-commons

true

osgi.ee;filter:="(&(osgi.ee=JavaSE)
(version=1.8))"

junit-platform-commons
junit-platform-commons
business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt

marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein

Johannes Link

Juliette de Rancourt

Marc Philipp

Highest
Low
Highest
Highest
Low
Low
Low
Low
Low
Medium

Medium

High

Low

Low

Medium
Highest
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low

Low



Product pom developer name  Matthias Merdes Low

Product pom developer name  Sam Brannen Low
Product pom developer name  Stefan Bechtold Low
Product pom groupid org.junit.platform Highest
Product pom name JUnit Platform Commons High
Product pom url https://junit.org/junit5/ Medium
Version central version 1.10.0 Highest
Version file version 1.10.0 High
Version gradle version 1.10.0 Highest
Version Manifest Bundle-Version  1.10.0 High
Version Manifest Implementation- 1.10.0 High
Version
Version pom version 1.10.0 Highest
Identifiers

e pkg:maven/org.junit.platform/junit-platform-commons@1.10.0 (Confidence:High)
e cpe:2.3:a:fan_platform_project:fan_platform:1.10.0:*:*:*:*:*:*:* (Confidence:Low)

suppress

junit-platform-engine-1.10.0.jar

Description:
Module "junit-platform-engine” of JUnit 5.
License:
Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.platform/junit-platform-engine/1.10.0
[276c4edcf64fabb5al139fa7b4f99330d7a93b804/junit-platform-engine-1.10.0.jar

MD5: a383ac183081fe771888842534e77e62

SHAL1: 276c4edcf64fabb5a139fa7b4f99330d7a93b804
SHA?256:¢cd338efd02ee73966ea754e0c0c71lelallf4af5db9c2003e4b6137e119155abe

Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence
Type Source Name Value Confidence
Vendor central artifactid junit-platform-engine Highest

Vendor central groupid org.junit.platform Highest


https://ossindex.sonatype.org/component/pkg:maven/org.junit.platform/junit-platform-commons@1.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

file
gradle
gradle
jar

jar

jar

jar

jar

jar
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom

pom

name
artifactid
groupid
package name
package name
package name
package name
package name
package name
build-date
build-revision
build-time

bundle-
symbolicname

Implementation-
Vendor

require-
capability

specification-
vendor

artifactid
developer emalil
developer email
developer email
developer emalil
developer emalil
developer emalil
developer email
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name

developer name

junit-platform-engine
junit-platform-engine
org.junit.platform
engine

engine

junit

junit

platform

platform

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb6780¢«

14:51:13.722+0200

junit-platform-engine
junit.org
osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.8))"

junit.org

junit-platform-engine
business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt

marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein

Johannes Link

High
Highest
Highest
Highest
Low
Highest
Low
Highest
Low
Low
Low
Low

Medium

High

Low

Low

Low
Low
Low
Low
Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Medium



Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
jar

jar

jar

jar

jar

jar

jar
Manifest
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest
pom
pom
pom
pom
pom
pom
pom

pom

developer name
developer name
developer name
developer name
developer name
groupid

name

url

artifactid

name

artifactid
package name
package name
package name
package name
package name
package name
package name
build-date
build-revision
build-time
Bundle-Name

bundle-
symbolicname

Implementation-
Title

require-
capability

specification-title
artifactid
developer email
developer email
developer emalil
developer emalil
developer email
developer email

developer email

Juliette de Rancourt
Marc Philipp
Matthias Merdes
Sam Brannen

Stefan Bechtold
org.junit.platform
JUnit Platform Engine API
https://junit.org/junit5/
junit-platform-engine
junit-platform-engine
junit-platform-engine
engine

engine

filter

junit

platform

platform

support

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb6780¢

14:51:13.722+0200
JUnit Platform Engine API

junit-platform-engine

junit-platform-engine

osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.8))"
junit-platform-engine
junit-platform-engine

business@johanneslink.net

derancourt.juliette@gmail.com

mail@marcphilipp.de

matthias.merdes@heidelpay.com

sam@sambrannen.com
sormuras@gmail.com

stefan.bechtold@me.com

Medium
Medium
Medium
Medium
Medium
Highest
High
Highest
Highest
High
Highest
Highest
Low
Highest
Highest
Highest
Low
Low
Low
Low
Low
Medium

Medium

High

Low

Medium
Highest
Low
Low
Low
Low
Low
Low

Low



Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

Version

Version

Version

Version

Identifiers

¢ pkg:maven/org.junit.platform/junit-platform-engine@1.10.0 (Confidence:High)

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
Manifest

Manifest

pom

developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

version

version

version
Bundle-Version

Implementation-
Version

version

bechte

jlink
juliette-derancourt
marcphilipp
mmerdes

sbrannen

sormuras

Christian Stein
Johannes Link
Juliette de Rancourt
Marc Philipp
Matthias Merdes
Sam Brannen
Stefan Bechtold
org.junit.platform
JUnit Platform Engine API
https://junit.org/junit5/
1.10.0

1.10.0

1.10.0

1.10.0

1.10.0

1.10.0

e cpe:2.3:a:fan_platform_project:fan_platform:1.10.0:*:*:*:*:*:*:* (Confidence:Low)

suppress

junit-platform-launcher-1.10.0.jar

Description:

Module "junit-platform-launcher" of JUnit 5.

Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Highest
High
Medium
Highest
High
Highest
High

High

Highest


https://ossindex.sonatype.org/component/pkg:maven/org.junit.platform/junit-platform-engine@1.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

License:

Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

File Path: /home/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.platform/junit-platform-launcher/1.10.0

/89a1922534ed102belfb2a8c0b2c6151297al2bf/junit-platform-launcher-1.10.0.jar
MD5: ec357e6d7d3c5aafdcall4aec83f1790

SHA1: 89a1922534ed102belfb2a8c0b2c6151297a12bf
SHA256:8c60b661ac170701a635dfc67565efbb8c85b5c5cdd5a4a9576e3a015¢7111a4
Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence

Type

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor
Vendor
Vendor

Vendor

Source
central
central
file
gradle
gradle
jar

jar

jar

jar

jar

jar
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest

Manifest

pom
pom
pom

pom

Name
artifactid
groupid

name
artifactid
groupid
package name
package name
package name
package name
package name
package name
build-date
build-revision
build-time

bundle-
symbolicname

Implementation-
Vendor

provide-
capability
require-
capability

specification-
vendor

artifactid
developer emalil
developer email

developer email

Value
junit-platform-launcher
org.junit.platform
junit-platform-launcher
junit-platform-launcher
org.junit.platform

junit

junit

launcher

launcher

platform

platform

2023-07-23
7f619ca7ac9ecd1b20cc01c44a4dfo8f5fh67804
14:51:13.722+0200

junit-platform-launcher

junit.org

org.junit.platform.launcher;org.junit.platform.
launcher=junit-platform-launcher;version:
Version="1.10.0"

osgi.eefilter:="(&(osgi.ee=JavaSE)
(version=1.8))"

junit.org

junit-platform-launcher
business@johanneslink.net
derancourt.juliette@gmail.com

mail@marcphilipp.de

Confidence
Highest
Highest
High
Highest
Highest
Highest
Low
Highest
Low
Highest
Low
Low
Low
Low

Medium

High

Low

Low

Low

Low
Low
Low

Low



Vendor pom developer email matthias.merdes@heidelpay.com Low

Vendor pom developer email sam@sambrannen.com Low

Vendor pom developer email sormuras@gmail.com Low

Vendor pom developer email  stefan.bechtold@me.com Low

Vendor pom developer id bechte Medium
Vendor pom developer id jlink Medium
Vendor pom developer id juliette-derancourt Medium
Vendor pom developer id marcphilipp Medium
Vendor pom developer id mmerdes Medium
Vendor pom developer id sbrannen Medium
Vendor pom developer id sormuras Medium
Vendor pom developer name Christian Stein Medium
Vendor pom developer name  Johannes Link Medium
Vendor pom developer name  Juliette de Rancourt Medium
Vendor pom developer name  Marc Philipp Medium
Vendor pom developer name  Matthias Merdes Medium
Vendor pom developer name  Sam Brannen Medium
Vendor pom developer name  Stefan Bechtold Medium
Vendor pom groupid org.junit.platform Highest
Vendor pom name JUnit Platform Launcher High

Vendor pom url https://junit.org/junit5/ Highest
Product central artifactid junit-platform-launcher Highest
Product file name junit-platform-launcher High

Product gradle artifactid junit-platform-launcher Highest
Product jar package name junit Highest
Product jar package name launcher Highest
Product jar package name launcher Low

Product jar package name platform Highest
Product jar package name platform Low

Product Manifest build-date 2023-07-23 Low

Product Manifest build-revision 7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb67804 Low

Product Manifest build-time 14:51:13.722+0200 Low
Product Manifest Bundle-Name JUnit Platform Launcher Medium
Product Manifest bundle- junit-platform-launcher Medium

symbolicname

Product Manifest Implementation-  junit-platform-launcher High



Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

Version

Version

Version

Manifest

Manifest

Manifest
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
Manifest

Manifest

Title

provide-
capability
require-
capability
specification-title
artifactid
developer email
developer emalil
developer emalil
developer emalil
developer email
developer email
developer emalil
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

version

version

version
Bundle-Version

Implementation-

org.junit.platform.launcher;org.junit.platform.
launcher=junit-platform-launcher;version:

Version="1.10.0"

osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.8))"
junit-platform-launcher

junit-platform-launcher

business@johanneslink.net

derancourt.juliette@gmail.com

mail@marcphilipp.de

matthias.merdes@heidelpay.com

sam@sambrannen.com

sormuras@gmail.com

stefan.bechtold@me.com

bechte

jlink
juliette-derancourt
marcphilipp
mmerdes

sbrannen

sormuras

Christian Stein
Johannes Link
Juliette de Rancourt
Marc Philipp
Matthias Merdes
Sam Brannen
Stefan Bechtold
org.junit.platform
JUnit Platform Launcher
https://junit.org/junit5/
1.10.0

1.10.0

1.10.0

1.10.0

1.10.0

Low

Low

Medium
Highest
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Highest
High
Medium
Highest
High
Highest
High

High



Version

Identifiers

pom

Version

version

1.10.0

e pkg:maven/org.junit.platform/junit-platform-launcher@1.10.0 (Confidence:High)

e cpe:2.3:a:fan_platform_project:fan_platform:1.10.0:*;*:*;****

suppress

junit-platform-suite-1.10.0.jar

Description:

Module "junit-platform-suite” of JUnit 5.

License:

Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

(Confidence:Low)

Highest

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.platform/junit-platform-suite/1.10.0
/65¢f50¢c8940b9dfdf8b53b3e612e7d4664a4f631/junit-platform-suite-1.10.0.jar

MD5: 73d33febb587db050803e6b93e55ebld

SHA1: 65cf50c8940b9dfdf8b53b3e612e7d4664a4f631
SHA256:5982b7b258e031e5cee3f3fb7357e7¢1175237559bd812cebcbdcaec74c38d8d
Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence

Type

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

Vendor

Vendor

Vendor

Source
central
central
file
gradle
gradle
jar
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Name
artifactid
groupid

name

artifactid
groupid
package name
build-date
build-revision
build-time

bundle-
symbolicname

Implementation-
Vendor

specification-

Value

junit-platform-suite

org.junit.platform

junit-platform-suite

junit-platform-suite

org.junit.platform

module-info

2023-07-23
7f619ca7ac9ecd1b20cc01c44a4dfo8f5fh67804
14:51:13.722+0200

junit-platform-suite

junit.org

junit.org

Confidence
Highest
Highest
High
Highest
Highest
Low

Low

Low

Low

Medium

High

Low


https://ossindex.sonatype.org/component/pkg:maven/org.junit.platform/junit-platform-launcher@1.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
Manifest
Manifest
Manifest
Manifest

Manifest

Manifest

vendor
artifactid
developer email
developer emalil
developer email
developer email
developer emalil
developer emalil
developer emalil
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

artifactid

name

artifactid
build-date
build-revision
build-time
Bundle-Name

bundle-
symbolicname

Implementation-

junit-platform-suite
business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt

marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein

Johannes Link

Juliette de Rancourt

Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.junit.platform

JUnit Platform Suite (Aggregator)
https://junit.org/junit5/
junit-platform-suite
junit-platform-suite
junit-platform-suite

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb6780¢

14:51:13.722+0200
JUnit Platform Suite (Aggregator)

junit-platform-suite

junit-platform-suite

Low
Low
Low
Low
Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Highest
High
Highest
Highest
High
Highest
Low
Low
Low
Medium

Medium

High



Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

Version

Version

Version

Version

Manifest
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
Manifest

Manifest

pom

Title
specification-title
artifactid
developer emalil
developer email
developer email
developer emalil
developer emalil
developer emalil
developer email
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

version

version

version
Bundle-Version

Implementation-
Version

version

junit-platform-suite
junit-platform-suite
business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt

marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein

Johannes Link

Juliette de Rancourt

Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.junit.platform

JUnit Platform Suite (Aggregator)
https://junit.org/junits/

1.10.0

1.10.0

1.10.0

1.10.0

1.10.0

1.10.0

Medium
Highest
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Highest
High
Medium
Highest
High
Highest
High

High

Highest



Identifiers

e pkg:maven/org.junit.platform/junit-platform-suite@1.10.0 (Confidence:High)
e cpe:2.3:a:fan_platform_project:fan_platform:1.10.0:*:*:*:*:*:*:* (Confidence:Low)

suppress

junit-platform-suite-api-1.10.0.jar

Description:
Module "junit-platform-suite-api” of JUnit 5.
License:
Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.platform/junit-platform-suite-api/1.10.0
/baa35277c5e4913167fc8c5b2ceb0e5b2aabb700/junit-platform-suite-api-1.10.0.jar

MD5: 7fc1c589754da082f208f8f240000792

SHA1: baa35277c5e4913167fc8c5b2ceb0e5b2aabb700
SHA256:29375380c304d96c93466dd2d21e7a0692381689a0a2205e3c0d1961638beaf3

Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence
Type Source Name Value Confidence
Vendor central artifactid junit-platform-suite-api Highest
Vendor central groupid org.junit.platform Highest
Vendor file name junit-platform-suite-api High
Vendor gradle artifactid junit-platform-suite-api Highest
Vendor gradle groupid org.junit.platform Highest
Vendor jar package name api Highest
Vendor jar package name junit Highest
Vendor jar package name junit Low
Vendor jar package name platform Highest
Vendor jar package name platform Low
Vendor jar package name suite Highest
Vendor jar package name suite Low
Vendor Manifest build-date 2023-07-23 Low
Vendor Manifest build-revision 7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb67804 Low
Vendor Manifest build-time 14:51:13.722+0200 Low
Vendor Manifest bundle- junit-platform-suite-api Medium

symbolicname


https://ossindex.sonatype.org/component/pkg:maven/org.junit.platform/junit-platform-suite@1.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Manifest

Manifest

Manifest

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
jar

jar

jar

Implementation-
Vendor

require-
capability

specification-
vendor

artifactid
developer email
developer email
developer email
developer email
developer email
developer emalil
developer emalil
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

artifactid

name

artifactid
package name
package name

package name

junit.org

osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.8))"

junit.org

junit-platform-suite-api

business@johanneslink.net

derancourt.juliette@gmail.com

mail@marcphilipp.de

matthias.merdes@heidelpay.com

sam@sambrannen.com

sormuras@gmail.com

stefan.bechtold@me.com

bechte

jlink
juliette-derancourt
marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein
Johannes Link
Juliette de Rancourt
Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.junit.platform
JUnit Platform Suite API
https://junit.org/junit5/
junit-platform-suite-api
junit-platform-suite-api
junit-platform-suite-api
api

api

junit

High

Low

Low

Low
Low
Low
Low
Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Highest
High
Highest
Highest
High
Highest
Highest
Low

Highest



Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

jar
jar
jar
jar
Manifest
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom

pom

package name
package name
package name
package name
build-date
build-revision
build-time
Bundle-Name

bundle-
symbolicname

Implementation-
Title

require-
capability

specification-title
artifactid
developer email
developer emalil
developer email
developer email
developer emalil
developer emalil
developer email
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name

developer name

platform
platform
suite
suite

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4df98f5fb6780¢«

14:51:13.722+0200

JUnit Platform Suite API
junit-platform-suite-api
junit-platform-suite-api
osgi.eefilter:="(&(osgi.ee=JavaSE)
(version=1.8))"
junit-platform-suite-api
junit-platform-suite-api
business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt

marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein

Johannes Link

Juliette de Rancourt

Marc Philipp

Matthias Merdes

Sam Brannen

Highest
Low
Highest
Low
Low
Low
Low
Medium

Medium

High

Low

Medium
Highest
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low

Low



Product pom developer name  Stefan Bechtold Low

Product pom groupid org.junit.platform Highest
Product pom name JUnit Platform Suite API High
Product pom url https://junit.org/junit5/ Medium
Version central version 1.10.0 Highest
Version file version 1.10.0 High
Version gradle version 1.10.0 Highest
Version Manifest Bundle-Version  1.10.0 High
Version Manifest Implementation- 1.10.0 High
Version

Version pom version 1.10.0 Highest
Identifiers

¢ pkg:maven/org.junit.platform/junit-platform-suite-api@1.10.0 (Confidence:High)
e cpe:2.3:a:fan_platform_project:fan_platform:1.10.0:*:*:*:*:*:*:* (Confidence:Low)

junit-platform-suite-commons-1.10.0.jar

Description:
Module "junit-platform-suite-commons" of JUnit 5.
License:
Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

File Path: /home/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.platform/junit-platform-suite-commons
/1.10.0/cee3d71ae0b90f7c96alfb46cd788b77ab59ce52/junit-platform-suite-commons-1.10.0.jar

MD5: 7elb4ab2643a4003eb8378581312ffc3

SHAL1: cee3d71ae0b90f7c96alfb46cd788b77ab59ce52
SHA256:01eb735855dc0d9d24d7219¢c84c4d4bf8751a126101e56948f792b27289f676b

Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence
Type Source Name Value Confidence
Vendor central artifactid junit-platform-suite-commons Highest
Vendor central groupid org.junit.platform Highest
Vendor file name junit-platform-suite-commons High

Vendor gradle artifactid junit-platform-suite-commons Highest


https://ossindex.sonatype.org/component/pkg:maven/org.junit.platform/junit-platform-suite-api@1.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

gradle
jar

jar

jar

jar

jar

jar

jar
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom

pom

groupid
package name
package name
package name
package name
package name
package name
package name
build-date
build-revision
build-time

bundle-
symbolicname

Implementation-
Vendor

require-
capability

specification-
vendor

artifactid
developer emalil
developer emalil
developer email
developer email
developer emalil
developer emalil
developer emalil
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name

developer name

org.junit.platform
commons

junit

junit

platform

platform

suite

suite

2023-07-23
7f619ca7ac9ecd1b20cc01c44a4dfo8f5fh67804
14:51:13.722+0200

junit-platform-suite-commons
junit.org
osgi.ee;filter:="(&(osgi.ee=JavaSE)

(version=1.8))"

junit.org

junit-platform-suite-commons
business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt

marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein

Johannes Link

Juliette de Rancourt

Highest
Highest
Highest
Low
Highest
Low
Highest
Low
Low
Low
Low

Medium

High

Low

Low

Low
Low
Low
Low
Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Medium



Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

pom
pom
pom
pom
pom
pom
pom
central
file
gradle
jar

jar

jar

jar

jar

jar

jar
Manifest
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest
pom
pom
pom
pom
pom
pom
pom
pom

pom

developer name
developer name
developer name
developer name
groupid

name

url

artifactid

name

artifactid
package name
package name
package name
package name
package name
package name
package name
build-date
build-revision
build-time
Bundle-Name

bundle-
symbolicname

Implementation-
Title

require-
capability

specification-title
artifactid
developer emalil
developer email
developer email
developer emalil
developer emalil
developer email
developer email

developer id

Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.junit.platform

JUnit Platform Suite Commons
https://junit.org/junit5/
junit-platform-suite-commons
junit-platform-suite-commons
junit-platform-suite-commons
commons

commons

junit

platform

platform

suite

suite

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb6780¢

14:51:13.722+0200
JUnit Platform Suite Commons

junit-platform-suite-commons

junit-platform-suite-commons

osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.8))"
junit-platform-suite-commons
junit-platform-suite-commons
business@johanneslink.net
derancourt.juliette@gmail.com

mail@marcphilipp.de

matthias.merdes@heidelpay.com

sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com

bechte

Medium
Medium
Medium
Medium
Highest
High
Highest
Highest
High
Highest
Highest
Low
Highest
Highest
Low
Highest
Low
Low
Low
Low
Medium

Medium

High

Low

Medium
Highest
Low
Low
Low
Low
Low
Low
Low

Low



Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

Version

Version

Version

Version

Identifiers

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
Manifest

Manifest

pom

developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

version

version

version
Bundle-Version

Implementation-
Version

version

jlink
juliette-derancourt
marcphilipp
mmerdes

sbrannen

sormuras

Christian Stein
Johannes Link
Juliette de Rancourt
Marc Philipp
Matthias Merdes
Sam Brannen

Stefan Bechtold
org.junit.platform
JUnit Platform Suite Commons
https://junit.org/junit5/
1.10.0

1.10.0

1.10.0

1.10.0

1.10.0

1.10.0

Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Highest
High
Medium
Highest
High
Highest
High

High

Highest

¢ pkg:maven/org.junit.platform/junit-platform-suite-commons@1.10.0 (Confidence:High)

e cpe:2.3:a:fan_platform_project:fan_platform:1.10.0:*:*:*:*:*:*:* (Confidence:Low)

suppress

junit-platform-suite-engine-1.10.0.jar

Description:

Module "junit-platform-suite-engine" of JUnit 5.

License:


https://ossindex.sonatype.org/component/pkg:maven/org.junit.platform/junit-platform-suite-commons@1.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

File Path: /home/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.platform/junit-platform-suite-engine/1.

10.0/911f55d5abdfa09306d09332fbf33bb024dbbb64/junit-platform-suite-engine-1.10.0.jar

MD5: cc571¢c912931dafb3da248845db9e98e
SHA1: 911f55d5abdfa09306d09332fbf33bb024dbbb64

SHA?256:a70e59f996a222ca36c04989e766266cc2b446a63ce379bf02bac241fcebd7f3

Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence

Type

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

Vendor

Vendor

Vendor

Vendor

Vendor
Vendor
Vendor
Vendor
Vendor

Vendor

Source Name
central artifactid
central groupid
file name
gradle artifactid

gradle  groupid

jar package name
jar package name
jar package name
jar package name
jar package name
jar package name
jar package name

Manifest build-date
Manifest build-revision
Manifest build-time

Manifest bundle-
symbolicname

Manifest Implementation-
Vendor

Manifest require-

capability
Manifest specification-
vendor
pom artifactid
pom developer emalil
pom developer email
pom developer email
pom developer emalil

pom developer email

Value
junit-platform-suite-engine
org.junit.platform
junit-platform-suite-engine
junit-platform-suite-engine
org.junit.platform

engine

junit

junit

platform

platform

suite

suite

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb6780¢«

14:51:13.722+0200

junit-platform-suite-engine

junit.org

osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.8))"

junit.org

junit-platform-suite-engine

business@johanneslink.net

derancourt.juliette@gmail.com

mail@marcphilipp.de

matthias.merdes@heidelpay.com

sam@sambrannen.com

Confidence
Highest
Highest
High
Highest
Highest
Highest
Highest
Low
Highest
Low
Highest
Low
Low
Low
Low

Medium

High

Low

Low

Low
Low
Low
Low
Low

Low



Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
jar

jar

jar

jar

jar

jar

jar
Manifest
Manifest
Manifest
Manifest

Manifest

Manifest

developer email
developer email
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

artifactid

name

artifactid
package name
package name
package name
package name
package name
package name
package name
build-date
build-revision
build-time
Bundle-Name

bundle-
symbolicname

Implementation-

sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt
marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein

Johannes Link

Juliette de Rancourt

Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.junit.platform

JUnit Platform Suite Engine
https://junit.org/junit5/
junit-platform-suite-engine
junit-platform-suite-engine
junit-platform-suite-engine
engine

engine

junit

platform

platform

suite

suite

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb6780¢

14:51:13.722+0200
JUnit Platform Suite Engine

junit-platform-suite-engine

junit-platform-suite-engine

Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Highest
High
Highest
Highest
High
Highest
Highest
Low
Highest
Highest
Low
Highest
Low
Low
Low
Low
Medium

Medium

High



Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

Version

Version

Version

Version

Manifest

Manifest
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
Manifest

Manifest

pom

Title

require-
capability

specification-title
artifactid
developer email
developer email
developer emalil
developer emalil
developer email
developer email
developer emalil
developer id
developer id
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

version

version

version
Bundle-Version

Implementation-
Version

version

osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.8))"
junit-platform-suite-engine
junit-platform-suite-engine

business@johanneslink.net

derancourt.juliette@gmail.com

mail@marcphilipp.de

matthias.merdes@heidelpay.com

sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt
marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein
Johannes Link

Juliette de Rancourt
Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.junit.platform

JUnit Platform Suite Engine
https://junit.org/junit5/
1.10.0

1.10.0

1.10.0

1.10.0

1.10.0

1.10.0

Low

Medium
Highest
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Highest
High
Medium
Highest
High
Highest
High

High

Highest



Identifiers

¢ pkg:maven/org.junit.platform/junit-platform-suite-engine@1.10.0 (Confidence:High)
e cpe:2.3:a:fan_platform_project:fan_platform:1.10.0:*:*:*:*:*:*:* (Confidence:Low)

junit-vintage-engine-5.10.0.jar

Description:
Module "junit-vintage-engine" of JUnit 5.
License:
Eclipse Public License v2.0: https://www.eclipse.org/legal/epl-v20.html

File Path: /home/jenkins/.gradle/caches/modules-2/files-2.1/org.junit.vintage/junit-vintage-engine/5.10.0
/af4e0a3ch6901aa53d6401003fc10638014b39b1/junit-vintage-engine-5.10.0.jar

MD5: ff0ablbe3b14c837ca3d5d71defce409

SHAL: af4e0a3cb6901aa53d6401003fc10638014b39b1
SHA256:6cb4d98b2f37ad78d28bbee4864869a110d278d9684445bde243de01148d8e8a

Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence
Type Source Name Value Confidence
Vendor central artifactid junit-vintage-engine Highest
Vendor central groupid org.junit.vintage Highest
Vendor file name junit-vintage-engine High
Vendor gradle artifactid junit-vintage-engine Highest
Vendor gradle groupid org.junit.vintage Highest
Vendor jar package name engine Highest
Vendor jar package name engine Low
Vendor jar package name junit Highest
Vendor jar package name junit Low
Vendor jar package name vintage Highest
Vendor jar package name vintage Low
Vendor Manifest build-date 2023-07-23 Low

Vendor Manifest build-revision 7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb67804 Low
Vendor Manifest build-time 14:51:13.722+0200 Low

Vendor Manifest bundle- junit-vintage-engine Medium
symbolicname


https://ossindex.sonatype.org/component/pkg:maven/org.junit.platform/junit-platform-suite-engine@1.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Manifest

Manifest

Manifest

Manifest

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central

file

Implementation-
Vendor

provide-

capability

require-
capability

specification-
vendor

artifactid
developer emalil
developer email
developer email
developer emalil
developer emalil
developer email
developer email
developer id
developer id
developer id
developer id
developerid
developer id
developer id
developer name
developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

artifactid

name

junit.org

org.junit.platform.engine;org.junit.platform.
engine=junit-vintage;version:Version="
5.10.0"
org.junit.platform.launcher;filter:="(&(org.
junit.platform.launcher=junit-platform-
launcher)(version>=1.10.0)(!(version>=2)))";
effective:=active,osgi.ee;filter:="(&(0sgi.
ee=JavaSE)(version=1.8))"

junit.org

junit-vintage-engine
business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt
marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein

Johannes Link

Juliette de Rancourt

Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.junit.vintage

JUnit Vintage Engine
https://junit.org/junits/
junit-vintage-engine

junit-vintage-engine

High

Low

Low

Low

Low
Low
Low
Low
Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Highest
High
Highest
Highest

High



Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

gradle
jar

jar

jar

jar

jar
Manifest
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest

Manifest
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom

pom

artifactid
package name
package name
package name
package name
package name
build-date
build-revision
build-time
Bundle-Name

bundle-
symbolicname

Implementation-
Title

provide-

capability

require-
capability

specification-title
artifactid
developer emalil
developer emalil
developer email
developer emalil
developer emalil
developer email
developer emalil
developer id
developer id
developer id
developer id
developer id
developer id
developer id

developer name

junit-vintage-engine
engine

engine

junit

vintage

vintage

2023-07-23

7f619ca7ac9ecd1b20cc01c44a4dfo8f5fb6780¢

14:51:13.722+0200
JUnit Vintage Engine

junit-vintage-engine

junit-vintage-engine

org.junit.platform.engine;org.junit.platform.
engine=junit-vintage;version:Version="

5.10.0"

org.junit.platform.launcher;filter:="(&(org.
junit.platform.launcher=junit-platform-
launcher)(version>=1.10.0)(!(version>=2)))";
effective:=active,osgi.ee;filter:="(&(0sgi.

ee=JavaSE)(version=1.8))"
junit-vintage-engine
junit-vintage-engine
business@johanneslink.net
derancourt.juliette@gmail.com
mail@marcphilipp.de
matthias.merdes@heidelpay.com
sam@sambrannen.com
sormuras@gmail.com
stefan.bechtold@me.com
bechte

jlink

juliette-derancourt

marcphilipp

mmerdes

sbrannen

sormuras

Christian Stein

Highest
Highest
Low
Highest
Highest
Low
Low
Low
Low
Medium

Medium

High

Low

Low

Medium
Highest
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low

Low



Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

Version

Version

Version

Version

Identifiers

pom
pom
pom
pom
pom
pom
pom
pom
pom
central
file
gradle
Manifest

Manifest

pom

developer name
developer name
developer name
developer name
developer name
developer name
groupid

name

url

version

version

version
Bundle-Version

Implementation-
Version

version

Johannes Link
Juliette de Rancourt
Marc Philipp
Matthias Merdes
Sam Brannen

Stefan Bechtold
org.junit.vintage
JUnit Vintage Engine
https://junit.org/junit5/
5.10.0

5.10.0

5.10.0

5.10.0

5.10.0

5.10.0

Low
Low
Low
Low
Low
Low
Highest
High
Medium
Highest
High
Highest
High

High

Highest

e pkg:maven/org.junit.vintage/junit-vintage-engine@5.10.0 (Confidence:High)

e cpe:2.3:a:fan_platform_project:fan_platform:5.10.0

opentest4j-1.3.0.jar

Description:

Open Test Alliance for the JVM

License:

skekekekakeakek

(Confidence:Low)

The Apache License, Version 2.0: https://www.apache.org/licenses/LICENSE-2.0.txt

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/org.opentest4j/opentest4j/1.3.0

/152ea56b3a72f655d4fd677fcO0ef2596c3dd5e6e/opentest4j-1.3.0.jar

MD5: 03¢c404f727531f3fd3b4c73997899327

SHAZ1: 152ea56b3a72f655d4fd677fcOef2596¢c3dd5e6e
SHA256:48e2df636cab6563ced64dcdff8abb2355627ch236ef0bf37598682ddf742f1b
Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence


https://ossindex.sonatype.org/component/pkg:maven/org.junit.vintage/junit-vintage-engine@5.10.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Type

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

Vendor

Vendor

Vendor

Vendor

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

Vendor

Source
central
central
file
gradle
gradle
jar

jar
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest

pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom

pom

Name
artifactid
groupid

name

artifactid
groupid
package name
package name
build-date
build-revision
build-time

bundle-
symbolicname

Implementation-
Vendor

require-
capability

specification-
vendor

artifactid
developer email
developer email
developer emalil
developer emalil
developer email
developer id
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
groupid

name

Value
opentest4;j
org.opentestdj
opentest4j
opentest4j
org.opentest4;j
opentest4j
opentest4j

2023-07-06

214973bfade7e9be7d04e623202cc4147c703€

14:25:06.116+0200

org.opentestdj

opentest4j.org

osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.6))"

opentestd4j.org

opentest4j
business@johanneslink.net

mail@marcphilipp.de

matthias.merdes@heidelpay.com

sam@sambrannen.com
stefan.bechtold@me.com
bechte

jlink

marcphilipp

mmerdes

sbrannen

Johannes Link

Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.opentests;j

org.opentest4j.opentests;j

Confidence
Highest
Highest
High
Highest
Highest
Highest
Low
Low
Low
Low

Medium

High

Low

Low

Low
Low
Low
Low
Low
Low
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Highest

High



Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

pom
central
file
gradle
jar
Manifest
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
pom
central

file

url

artifactid

name

artifactid
package name
build-date
build-revision
build-time
Bundle-Name

bundle-
symbolicname

Implementation-
Title

require-
capability

specification-title
artifactid
developer email
developer emalil
developer emalil
developer emalil
developer email
developerid
developer id
developer id
developer id
developer id
developer name
developer name
developer name
developer name
developer name
groupid

name

url

version

version

otadj-team/opentestdj
opentestdj
opentest4j
opentest4j
opentest4j

2023-07-06

214973bfade7e9be7d04e623202cc4147c703€

14:25:06.116+0200
opentest4j

org.opentestdj

opentest4j

osgi.eefilter:="(&(osgi.ee=JavaSE)

(version=1.6))"

opentest4j

opentest4j
business@johanneslink.net

mail@marcphilipp.de

matthias.merdes@heidelpay.com

sam@sambrannen.com
stefan.bechtold@me.com
bechte

jlink

marcphilipp

mmerdes

sbrannen

Johannes Link

Marc Philipp

Matthias Merdes

Sam Brannen

Stefan Bechtold
org.opentests;j
org.opentest4j.opentests;j
otadj-team/opentest4j
1.3.0

1.3.0

Highest
Highest
High
Highest
Highest
Low
Low
Low
Medium

Medium

High

Low

Medium
Highest
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Highest
High
High
Highest

High



Version gradle version 1.3.0
Version Manifest Bundle-Version 1.3.0

Version Manifest Implementation- 1.3.0
Version

Version pom version 1.3.0

Identifiers

¢ pkg:maven/org.opentestdj/opentest4j@1.3.0 (Confidence:High)

slf4j-api-2.0.9.jar

Description:
The sif4j API
License:

http://www.opensource.org/licenses/mit-license.php

File Path: /nome/jenkins/.gradle/caches/modules-2/files-2.1/org.slf4j/slf4j-api/2.0.9
[7cf2726fdcfbc8610f9a71fb3ed639871f315340/slIf4j-api-2.0.9.jar

MD5: 45630e54b0f0ac2b3c80462515ad8fda

SHAL: 7cf2726fdcfbc8610f9a71fb3ed639871f315340
SHA256:0818930dc8d7debb403204611691da58e49d42c50b6ffcfdce02dadb7c3c2b6e
Referenced In Project/Scope:CoWorkinstaller:inetPlugin

Evidence
Type Source Name Value
Vendor file name slf4j-api
Vendor gradle artifactid slf4j-api
Vendor gradle groupid org.slf4j
Vendor jar package name slf4j

Vendor Manifest build-jdk-spec 20

Vendor Manifest bundle-docurl http://www.slf4j.org

Vendor Manifest bundle- slf4j.api
symbolicname

Vendor Manifest multi-release true

Vendor Manifest require- osgi.extender;filter:="(&(osgi.extender=0sgi.
capability serviceloader.processor)(version>=1.0.0)(!

(version>=2.0.0)))",osgi.serviceloader;filter:="
(osgi.serviceloader=org.slf4j.spi.
SLF4JServiceProvider)";osgi.serviceloader="

Highest
High

High

Highest

Confidence
High
Highest
Highest
Highest
Low

Low

Medium

Low

Low


https://ossindex.sonatype.org/component/pkg:maven/org.opentest4j/opentest4j@1.3.0?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4
http://www.opensource.org/licenses/mit-license.php

Vendor

Vendor

Vendor

Vendor

Vendor

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Product

Version

Version

Version

Version

Version

Identifiers

pom
pom
pom
pom
pom

file
gradle
jar

jar

jar
Manifest
Manifest
Manifest

Manifest

Manifest

Manifest

Manifest

pom
pom
pom
pom
pom

file
gradle
Manifest

Manifest

pom

artifactid
groupid

name
parent-artifactid
url

name
artifactid
package name
package name
package name
build-jdk-spec
bundle-docurl
Bundle-Name

bundle-
symbolicname

Implementation-
Title

multi-release

require-
capability

artifactid
groupid

name
parent-artifactid
url

version

version
Bundle-Version

Implementation-
Version

version

org.slf4j.spi.SLF4JServiceProvider",osgi.ee;
filter:="(&(osgi.ee=JavaSE)(version=1.8))"

slf4j-api

org.slf4j

SLF4J API Module
slf4j-parent
http://www.slf4j.org
slf4j-api

slf4j-api

slf4j
slf4jserviceprovider
spi

20
http://www.slf4j.org
SLF4J API Module

slf4j.api

slf4j-api

true
osgi.extender;filter:="(&(osgi.extender=0sgi.
serviceloader.processor)(version>=1.0.0)(!
(version>=2.0.0)))",0sgi.serviceloader;filter:="
(osgi.serviceloader=org.slf4j.spi.
SLF4JServiceProvider)";osgi.serviceloader="
org.slf4j.spi.SLF4JServiceProvider",0sgi.ee;
filter:="(&(osgi.ee=JavaSE)(version=1.8))"
slf4j-api

org.slf4j

SLF4J API Module

slf4j-parent

http://www.slf4j.org

2.09

2.0.9

2.0.9

2.0.9

2.0.9

Low
Highest
High
Low
Highest
High
Highest
Highest
Highest
Highest
Low
Low
Medium

Medium

High

Low

Low

Highest
Highest
High
Medium
Medium
High
Highest
High

High

Highest



e pkg:maven/org.slf4j/sif4j-api@2.0.9 (Confidence:High)

taskplanner.coworkmessage.zip: taskplanner.coworkmessage.jar

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklnstaller
/build/tmp/dependencies/i-net CoWork/plugins/taskplanner.coworkmessage.zip/taskplanner.

coworkmessage.jar

MD5: f985eb452ffeff3adabc42ed2973aa59

SHA1: 180384897h2b47bdd82b8e33e89841a4ef799287

SHA256:¢c4b10ac6681fe68c914c001cd7b47faa6272eefc104d86dc31106c6b22c5640

Referenced In Project/Scope:CoWorkinstaller

Evidence

Type

Vendor
Vendor
Vendor
Vendor
Vendor

Vendor

Vendor

Vendor

Vendor

Vendor
Product
Product
Product
Product
Product
Product
Product

Product

Product

Source
file

jar

jar

jar
Manifest

Manifest

Manifest

Manifest

Manifest

Manifest
file
jar
jar
jar
jar
jar
Manifest

Manifest

Manifest

Name

name
package name
package name
package name
built-date

implementation-
group

Implementation-
Vendor

Implementation-
Vendor-Id

specification-
vendor

vendor

name
package name
package name
package name
package name
package name
built-date

implementation-
group

Implementation-
Title

Value
taskplanner.coworkmessage
inet

plugin

taskplanner

2023-11-23 11:33

cowork

i-net software

de.inetsoftware

i-net software

i-net software GmbH, Berlin, Germany
taskplanner.coworkmessage

cowork

cowork

plugin

taskplanner

taskplanner

2023-11-23 11:33

cowork

taskplanner.coworkmessage

[#]

Confidence
High
Low
Low
Low
Low

Low

High

Medium

Low

Medium
High
Highest
Low
Low
Highest
Low
Low

Low

High


https://ossindex.sonatype.org/component/pkg:maven/org.slf4j/slf4j-api@2.0.9?utm_source=dependency-check&utm_medium=integration&utm_content=7.4.4

Product Manifest specification-title taskplanner.coworkmessage Medium

Version jar package name cowork Highest
Version Manifest Implementation- 23.10.241 High
Version
Identifiers
e None

Suppressed Vulnerabilities
cowork.zip: cowork-javadoc.jar: jguery-ui.js

File Path: /homel/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jquery/jquery-ui.js

MD5: 3e34f50eab2e13d720c93e44ac5ch7ca

SHA1L: c432ac324c727a86a9a54eff1b90d79e115e3f16

SHA256: 712e2e2efel717alel0aee0e02163eldeadf88760ade58b5cdfe333eabde5247

Evidence
Type Source Name Value Confidence
Vendor file name jquery-ui High
Product file name jquery-ui High
Version file version 1121 High

Suppressed Identifiers

e None

Suppressed Vulnerabilities

CVE-2021-41182

jQuery-Ul is the official jQuery user interface library. Prior to version 1.13.0, accepting the value
of the "altField” option of the Datepicker widget from untrusted sources may execute untrusted
code. The issue is fixed in jQuery Ul 1.13.0. Any string value passed to the "altField” option is
now treated as a CSS selector. A workaround is to not accept the value of the "altField” option
from untrusted sources.

CWE-79 Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting")

Notes: JavaDoc embedded JQuery Ul - requires updated Java Version with newer javadoc


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2021-41182

CVSSv2:

e Base Score: MEDIUM (4.3)
e Vector: /AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSSva3:

e MEDIUM (6.1)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:LIA:N

References:

e CONFIRM - https://github.com/jquery/jquery-ui/security/advisories/ GHSA-9gj3-hwp5-
pmwc

e CONFIRM - https://security.netapp.com/advisory/ntap-20211118-0004/

e CONFIRM - https://www.drupal.org/sa-core-2022-002

e CONFIRM - https://lwww.tenable.com/security/tns-2022-09

e MISC - https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/

e MISC - https://github.com/jquery/jquery-ui/pull/1954/commits
/6809ce843e5ac4128108ea4c15cbc100653¢c2b63

e MISC - https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA70OSY6D7XL4/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/

e MISC - https://www.drupal.org/sa-contrib-2022-004

e MISC - https://www.oracle.com/security-alerts/cpuapr2022.html

e MLIST - [debian-lts-announce] 20220119 [SECURITY] [DLA-2889-1] drupal7 security
update

e N/A - N/A

e info - https://github.com/jquery/jquery-ui/security/advisories/GHSA-9gj3-hwp5-pmwc

e info - https://nvd.nist.gov/vuln/detail/ CVE-2021-41182

Vulnerable Software & Versions (NVD):

e cpe:2.3:a:oracle:banking_platform:2.9.0:*;*;*;x;*;*;*
e cpe:2.3:a:oracle:banking_platform:2.12.0:%:*;*;*;*;x:*

e cpe:2.3:a:oracle:big_data_spatial_and_graph:23.1:*;*** * *:*

e cpe:2.3:a:0racle:communications_interactive_session_recorder:6.4:*:* > *:*
e cpe:2.3:a:0racle:communications_operations_monitor:4.3:x:x:x* x %%

e cpe:2.3:a:0racle:communications_operations_monitor:4.4:xx:x x x %%

e cpe:2.3:a:0racle:communications_operations_monitor:5.0:*:x:** * %%

e cpe:2.3:a:oracle:hospitality _inventory_management:9.1.0:*:* % * % **

e cpe:2.3:a:oracle:hospitality_materials_control:18.1:*:*:* . *:*:*

up to (including) 8.14.0
e cpe:2.3:a:oracle:hospitality_suite8:8.10.2:%;*;*;x**

up to (including) 17.12
e cpe:2.3:a:oracle:primavera_unifier;17.7:%.*.*****
e cpe:2.3:a:oracle:primavera_unifier;17.8:*:*:*:***:*


https://github.com/jquery/jquery-ui/security/advisories/GHSA-9gj3-hwp5-pmwc
https://github.com/jquery/jquery-ui/security/advisories/GHSA-9gj3-hwp5-pmwc
https://security.netapp.com/advisory/ntap-20211118-0004/
https://www.drupal.org/sa-core-2022-002
https://www.tenable.com/security/tns-2022-09
https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/
https://github.com/jquery/jquery-ui/pull/1954/commits/6809ce843e5ac4128108ea4c15cbc100653c2b63
https://github.com/jquery/jquery-ui/pull/1954/commits/6809ce843e5ac4128108ea4c15cbc100653c2b63
https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://www.drupal.org/sa-contrib-2022-004
https://www.oracle.com/security-alerts/cpuapr2022.html
https://lists.debian.org/debian-lts-announce/2022/01/msg00014.html
https://lists.debian.org/debian-lts-announce/2022/01/msg00014.html
https://www.oracle.com/security-alerts/cpujul2022.html
https://github.com/jquery/jquery-ui/security/advisories/GHSA-9gj3-hwp5-pmwc
https://nvd.nist.gov/vuln/detail/CVE-2021-41182

e cpe:2.3:a:oracle:primavera_unifier;17.9:*:*:*.***:*

e cpe:2.3:a:oracle:rest_data_services:22.1.1:*:*:*:-ix:x:*

e cpe:2.3:a:oracle:weblogic_server:12.2.1.3.0:*:*:*xxx:x
e cpe:2.3:a:oracle:weblogic_server:12.2.1.4.0:%:*:*xxx:x
e cpe:2.3:a:oracle:weblogic_server:14.1.1.0.0:*:*:** xx:x

CVE-2021-41183

jQuery-Ul is the official jQuery user interface library. Prior to version 1.13.0, accepting the value
of various "*Text" options of the Datepicker widget from untrusted sources may execute
untrusted code. The issue is fixed in jQuery Ul 1.13.0. The values passed to various *Text’
options are now always treated as pure text, not HTML. A workaround is to not accept the value
of the “*Text™ options from untrusted sources.

CWE-79 Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting')
Notes: JavaDoc embedded JQuery Ul - requires updated Java Version with newer javadoc

CVSSv2:

e Base Score: MEDIUM (4.3)
e VVector: /AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSSv3:

e MEDIUM (6.1)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/l:L/A:N

References:

e CONFIRM - https://github.com/jquery/jquery-ui/security/advisories/ GHSA-j7qv-pgf6-hvh4

e CONFIRM - https://security.netapp.com/advisory/ntap-20211118-0004/

e CONFIRM - https://lwww.drupal.org/sa-core-2022-001

e CONFIRM - https://lwww.drupal.org/sa-core-2022-002

e CONFIRM - https://lwww.tenable.com/security/tns-2022-09

e MISC - https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/

e MISC - https://bugs.jgueryui.com/ticket/15284

e MISC - https://github.com/jquery/jquery-ui/pull/1953

e MISC - https://lists.debian.org/debian-Its-announce/2023/08/msg00040.html

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTVEN3KSHES/

e MISC - https://www.drupal.org/sa-contrib-2022-004

e MISC - https://www.oracle.com/security-alerts/cpuapr2022.html

e MLIST - [debian-lts-announce] 20220119 [SECURITY] [DLA-2889-1] drupal7 security
update

e N/A - N/A

e info - https://bugs.jqueryui.com/ticket/15284

e info - https://nvd.nist.gov/vuln/detail/CVE-2021-41183

Vulnerable Software & Versions (NVD):

(excluding) 7.86


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2021-41183
https://github.com/jquery/jquery-ui/security/advisories/GHSA-j7qv-pgf6-hvh4
https://security.netapp.com/advisory/ntap-20211118-0004/
https://www.drupal.org/sa-core-2022-001
https://www.drupal.org/sa-core-2022-002
https://www.tenable.com/security/tns-2022-09
https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/
https://bugs.jqueryui.com/ticket/15284
https://github.com/jquery/jquery-ui/pull/1953
https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://www.drupal.org/sa-contrib-2022-004
https://www.oracle.com/security-alerts/cpuapr2022.html
https://lists.debian.org/debian-lts-announce/2022/01/msg00014.html
https://lists.debian.org/debian-lts-announce/2022/01/msg00014.html
https://www.oracle.com/security-alerts/cpujul2022.html
https://bugs.jqueryui.com/ticket/15284
https://nvd.nist.gov/vuln/detail/CVE-2021-41183

e cpe:2.3:a:0racle:banking_platform:2.9.0:*:*:*:* * %%
e cpe:2.3:a:oracle:banking_platform:2.12.0:%:**x* *

e cpe:2.3:a:oracle:big_data_spatial_and_graph:23.1:*:** > **:*

e cpe:2.3:a:0racle:communications_interactive_session_recorder:6.4:*:*:*:*:x xx
e cpe:2.3:a:0racle:communications_operations_monitor:4.3:x:x:x * * %%

e cpe:2.3:a:0racle:communications_operations_monitor:4.4:x:x:x* ***

e cpe:2.3:a:0racle:communications_operations_monitor:5.0:*:x:x* * %%

e cpe:2.3:a:oracle:hospitality _inventory_management:9.1.0:*:* %% ***

up to (including) 11.14.0
e cpe:2.3:a:oracle:hospitality_suite8:8.10.2:%:*;*;x**

up to (including) 17.12
e cpe:2.3:a:oracle:primavera_gateway:18.8.0:*;x:* %% %%
e cpe:2.3:a:oracle:primavera_gateway:19.12.0:%;*;xx* %%
e cpe:2.3:a:oracle:primavera_gateway:20.12.0:%;*;xx % %%
e cpe:2.3:a:oracle:primavera_gateway:21.12.0:%;*;x;x % %%

e cpe:2.3:a:oracle:rest_data_services:22.1.1:*:*:*;-;x;x:*

e cpe:2.3:a:oracle:weblogic_server:12.2.1.3.0:%:*:*;*;*;x;x
e cpe:2.3:a:oracle:weblogic_server:12.2.1.4.0:%:*:*;*;*;x;x
e cpe:2.3:a:oracle:weblogic_server:14.1.1.0.0:%:*:*;*;*;*;x

CVE-2021-41184

jQuery-Ul is the official jQuery user interface library. Prior to version 1.13.0, accepting the value
of the “of option of the ".position()" util from untrusted sources may execute untrusted code. The
issue is fixed in jQuery Ul 1.13.0. Any string value passed to the “of option is now treated as a
CSS selector. A workaround is to not accept the value of the “of" option from untrusted sources.

CWE-79 Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’)
Notes: JavaDoc embedded JQuery Ul - requires updated Java Version with newer javadoc

CVSSv2:

e Base Score: MEDIUM (4.3)
e VVector: /AV:N/AC:M/AuU:N/C:N/I:P/A:N

CVSSva3:

e MEDIUM (6.1)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

References:

e CONFIRM - https://github.com/jquery/jquery-ui/security/advisories/ GHSA-gpqq-9524g-
5327

e CONFIRM - https://security.netapp.com/advisory/ntap-20211118-0004/

e CONFIRM - https://lwww.drupal.org/sa-core-2022-001

e CONFIRM - https://lwww.tenable.com/security/tns-2022-09

e MISC - https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/

e MISC - https://github.com/jquery/jquery-ui/commit
effa323f1505f2ce7a324e4f429fa9032c72f280

e MISC - https://lists.debian.org/debian-Its-announce/2023/08/msg00040.html



http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2021-41184
https://github.com/jquery/jquery-ui/security/advisories/GHSA-gpqq-952q-5327
https://github.com/jquery/jquery-ui/security/advisories/GHSA-gpqq-952q-5327
https://security.netapp.com/advisory/ntap-20211118-0004/
https://www.drupal.org/sa-core-2022-001
https://www.tenable.com/security/tns-2022-09
https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/
https://github.com/jquery/jquery-ui/commit/effa323f1505f2ce7a324e4f429fa9032c72f280
https://github.com/jquery/jquery-ui/commit/effa323f1505f2ce7a324e4f429fa9032c72f280
https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTVEN3KSHES/

e MISC - https://www.oracle.com/security-alerts/cpuapr2022.html

e N/A - N/A

e info - https://github.com/jquery/jquery-ui/security/advisories/GHSA-gpgg-9529-5327

e info - https://nvd.nist.gov/vuln/detail/CVE-2021-41184

Vulnerable Software & Versions (NVD):

e cpe:2.3:a:oracle:banking_platform:2.9.0:*;*;*:** %%
e cpe:2.3:a:oracle:banking_platform:2.12.0:%:*;*;*;x:x:*

e cpe:2.3:a:oracle:big_data_spatial_and_graph:23.1:*:** % ***

e cpe:2.3:a:oracle:communications_interactive_session_recorder:6.4:*:*:*.***:*
e cpe:2.3:a:0racle:communications_operations_monitor:4.3;%;*** % **

e cpe:2.3:a:oracle:communications_operations_monitor:4.4:;%;xx* % **

e cpe:2.3:a:0racle:communications_operations_monitor:5.0;%;*;** % %%

e cpe:2.3:a:oracle:hospitality_inventory_management:9.1.0:*:*:*:*;**.*

e cpe:2.3:a:oracle:hospitality_materials_control:18.1:*:*:*;*.*.*:*

up to (including) 8.14.0
e cpe:2.3:a:oracle:hospitality _suite8:8.10.2:%:*;*;*;x:x:x

up to (including) 17.12
e cpe:2.3:a:oracle:primavera_unifier:18.8:*:*:*:*:*x:x

e cpe:2.3:a:oracle:rest_data_services:22.1.1:*:*:*;x:x:*

e cpe:2.3:a:oracle:weblogic_server:12.2.1.3.0:%:*:**x x:x
e cpe:2.3:a:oracle:weblogic_server:12.2.1.4.0:*:**:* * **
e cpe:2.3:a:oracle:weblogic_server:14.1.1.0.0:*:**:* * **

CVE-2022-31160

jQuery Ul is a curated set of user interface interactions, effects, widgets, and themes built on top
of jQuery. Versions prior to 1.13.2 are potentially vulnerable to cross-site scripting. Initializing a
checkboxradio widget on an input enclosed within a label makes that parent label contents
considered as the input label. Calling ".checkboxradio( "refresh" )" on such a widget and the
initial HTML contained encoded HTML entities will make them erroneously get decoded. This
can lead to potentially executing JavaScript code. The bug has been patched in jQuery Ul
1.13.2. To remediate the issue, someone who can change the initial HTML can wrap all the non-
input contents of the “label” in a “span’.



https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://www.oracle.com/security-alerts/cpuapr2022.html
https://www.oracle.com/security-alerts/cpujul2022.html
https://github.com/jquery/jquery-ui/security/advisories/GHSA-gpqq-952q-5327
https://nvd.nist.gov/vuln/detail/CVE-2021-41184
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2022-31160

CWE-79 Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’)
Notes: JavaDoc embedded JQuery Ul - requires updated Java Version with newer javadoc

CVSSv3:

« MEDIUM (6.1)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

References:

e - FEDORA-2022-1a01ed37e2

e - FEDORA-2022-22d8ba36d0

e - FEDORA-2022-7291b78111

e CONFIRM - https://github.com/jquery/jquery-ui/security/advisories/GHSA-h6gj-6jjg-h899

e CONFIRM - https://security.netapp.com/advisory/ntap-20220909-0007/

e MISC - https://blog.jqueryui.com/2022/07/jquery-ui-1-13-2-released/

e MISC - https://github.com/jquery/jquery-ui/commit
/8cc5baelcaalfcfo6bf5862c5646¢787020ba3f9

e MISC - https://www.drupal.org/sa-contrib-2022-052

e MLIST - [debian-lts-announce] 20221207 [SECURITY] [DLA 3230-1] jgueryui security
update

e info - https://github.com/advisories/GHSA-h6gj-6jjg-h8g9

e info - https://github.com/jquery/jquery-ui/commit
/8cc5baelcaalfcfo6bf5862c5646¢787020ba3f9

e info - https://github.com/jquery/jquery-ui/issues/2101

e info - https://nvd.nist.gov/vuln/detail/CVE-2022-31160

Vulnerable Software & Versions (NVD):

e cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.0:*:*:*:*:drupal:*:;*
e cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.1:*:*:*:*:drupal:*:*
e cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.2:*:*:*:*:drupal:*:;*
e cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.3:*:*:*:*:drupal:*:;*

cowork.zip: cowork-javadoc.jar: jquery-ui.min.js

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jquery/jquery-ui.min.js

MD5: 28d157e58272e91b054c254eab737df0

SHA1: 4165e40107b31b0ce5f022f579635fcch887bef9

SHA256: 76e849220d7fe7778affeaaf0806e48bbb69a5ec5b8c8b8f5f3cd89439a6dedc

Evidence
Type Source Name Value Confidence
Vendor file name jquery-ui High
Product file name jquery-ui High
Version file version 1121 High

Suppressed Identifiers


https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/6XBR3G3JR5ZIOJDO4224M3INXDS2VFDD/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/QB2FJQXCNHO32VGVOC6DY6IPGVE4VDU6/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/J5LGNTICB5BRFAG3DHVVELS6H3CZSQMO/
https://github.com/jquery/jquery-ui/security/advisories/GHSA-h6gj-6jjq-h8g9
https://security.netapp.com/advisory/ntap-20220909-0007/
https://blog.jqueryui.com/2022/07/jquery-ui-1-13-2-released/
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://www.drupal.org/sa-contrib-2022-052
https://lists.debian.org/debian-lts-announce/2022/12/msg00015.html
https://lists.debian.org/debian-lts-announce/2022/12/msg00015.html
https://github.com/advisories/GHSA-h6gj-6jjq-h8g9
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://github.com/jquery/jquery-ui/issues/2101
https://nvd.nist.gov/vuln/detail/CVE-2022-31160

e None

Suppressed Vulnerabilities

CVE-2021-41182

jQuery-Ul is the official jQuery user interface library. Prior to version 1.13.0, accepting the value
of the "altField" option of the Datepicker widget from untrusted sources may execute untrusted
code. The issue is fixed in jQuery Ul 1.13.0. Any string value passed to the "altField” option is
now treated as a CSS selector. A workaround is to not accept the value of the “altField” option
from untrusted sources.

CWE-79 Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’)
Notes: JavaDoc embedded JQuery Ul - requires updated Java Version with newer javadoc

CVSSv2:

e Base Score: MEDIUM (4.3)
e VVector: /AV:N/AC:M/AuU:N/C:N/I:P/A:N

CVSSva3:

e MEDIUM (6.1)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

References:

e CONFIRM - https://github.com/jquery/jquery-ui/security/advisories/ GHSA-9gj3-hwp5-
pmwc

e CONFIRM - https://security.netapp.com/advisory/ntap-20211118-0004/

e CONFIRM - https://lwww.drupal.org/sa-core-2022-002

e CONFIRM - https://lwww.tenable.com/security/tns-2022-09

e MISC - https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/

e MISC - https://github.com/jquery/jquery-ui/pull/1954/commits
/6809ce843e5ac4128108ea4c15cbc100653¢c2b63

e MISC - https://lists.debian.org/debian-Its-announce/2023/08/msg00040.html

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/

e MISC - https://www.drupal.org/sa-contrib-2022-004

e MISC - https://www.oracle.com/security-alerts/cpuapr2022.html

e MLIST - [debian-lts-announce] 20220119 [SECURITY] [DLA-2889-1] drupal7 security
update

e N/A - N/A

e info - https://github.com/jquery/jquery-ui/security/advisories/GHSA-9gj3-hwp5-pmwc

e info - https://nvd.nist.gov/vuln/detail/CVE-2021-41182

Vulnerable Software & Versions (NVD):

e cpe:2.3:a:oracle:banking_platform:2.9.0:*:*:*:***:*
e cpe:2.3:a:oracle:banking_platform:2.12.0:*:*;*:x:**:*

e cpe:2.3:a:oracle:big_data_spatial_and_graph:23.1:** %% ***
e cpe:2.3:a:oracle:communications_interactive_session_recorder:6.4:*:*:*.****


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2021-41182
https://github.com/jquery/jquery-ui/security/advisories/GHSA-9gj3-hwp5-pmwc
https://github.com/jquery/jquery-ui/security/advisories/GHSA-9gj3-hwp5-pmwc
https://security.netapp.com/advisory/ntap-20211118-0004/
https://www.drupal.org/sa-core-2022-002
https://www.tenable.com/security/tns-2022-09
https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/
https://github.com/jquery/jquery-ui/pull/1954/commits/6809ce843e5ac4128108ea4c15cbc100653c2b63
https://github.com/jquery/jquery-ui/pull/1954/commits/6809ce843e5ac4128108ea4c15cbc100653c2b63
https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://www.drupal.org/sa-contrib-2022-004
https://www.oracle.com/security-alerts/cpuapr2022.html
https://lists.debian.org/debian-lts-announce/2022/01/msg00014.html
https://lists.debian.org/debian-lts-announce/2022/01/msg00014.html
https://www.oracle.com/security-alerts/cpujul2022.html
https://github.com/jquery/jquery-ui/security/advisories/GHSA-9gj3-hwp5-pmwc
https://nvd.nist.gov/vuln/detail/CVE-2021-41182

e cpe:2.3:a:0racle:communications_operations_monitor:4.3;%;**:****
e cpe:2.3:a:0racle:communications_operations_monitor:4.4:;%;x;x* % **
e cpe:2.3:a:0racle:communications_operations_monitor:5.0;%;*;** ;% %%
e cpe:2.3:a:oracle:hospitality_inventory_management:9.1.0:*:*:*:*;**.*
e cpe:2.3:a:oracle:hospitality_materials_control:18.1:*:*:*:*.*:*:*

up to (including) 8.14.0
e cpe:2.3:a:oracle:hospitality _suite8:8.10.2:*:*:* x xx:x

up to (including) 17.12
e cpe:2.3:a:oracle:primavera_unifier:17.7:%:*:*****
e cpe:2.3:a:oracle:primavera_unifier:17.8:*:x:xxx *:*
e cpe:2.3:a:oracle:primavera_unifier:17.9:x:xxx xx:*

e cpe:2.3:a:oracle:rest_data_services:22.1.1:*:*:*;-;x:x:*

e cpe:2.3:a:oracle:weblogic_server:12.2.1.3.0:%:*:*;*;*;x:x
e cpe:2.3:a:oracle:weblogic_server:12.2.1.4.0:%:*:**;*;x:x
e cpe:2.3:a:oracle:weblogic_server:14.1.1.0.0:%:*:*;*;*;x;x

CVE-2021-41183

jQuery-Ul is the official jQuery user interface library. Prior to version 1.13.0, accepting the value
of various "*Text" options of the Datepicker widget from untrusted sources may execute
untrusted code. The issue is fixed in jQuery Ul 1.13.0. The values passed to various “*Text
options are now always treated as pure text, not HTML. A workaround is to not accept the value
of the "*Text" options from untrusted sources.

CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’)
Notes: JavaDoc embedded JQuery Ul - requires updated Java Version with newer javadoc

CVSSv2:

e Base Score: MEDIUM (4.3)
e VVector: /AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSSva3:

e MEDIUM (6.1)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:LIA:N

References:

e CONFIRM - https://github.com/jquery/jquery-ui/security/advisories/ GHSA-j7qv-pgf6-hvh4

e CONFIRM - https://security.netapp.com/advisory/ntap-20211118-0004/

e CONFIRM - https://lwww.drupal.org/sa-core-2022-001

e CONFIRM - https://lwww.drupal.org/sa-core-2022-002

e CONFIRM - https://lwww.tenable.com/security/tns-2022-09

e MISC - https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/

e MISC - https://bugs.jqueryui.com/ticket/15284

e MISC - https://github.com/jquery/jquery-ui/pull/1953

e MISC - https://lists.debian.org/debian-Its-announce/2023/08/msg00040.html

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/



http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2021-41183
https://github.com/jquery/jquery-ui/security/advisories/GHSA-j7qv-pgf6-hvh4
https://security.netapp.com/advisory/ntap-20211118-0004/
https://www.drupal.org/sa-core-2022-001
https://www.drupal.org/sa-core-2022-002
https://www.tenable.com/security/tns-2022-09
https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/
https://bugs.jqueryui.com/ticket/15284
https://github.com/jquery/jquery-ui/pull/1953
https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTVEN3KSHES/

e MISC - https://www.drupal.org/sa-contrib-2022-004

e MISC - https://www.oracle.com/security-alerts/cpuapr2022.html

e MLIST - [debian-lts-announce] 20220119 [SECURITY] [DLA-2889-1] drupal7 security
update

e N/A - N/A

e info - https://bugs.jqueryui.com/ticket/15284

e info - https://nvd.nist.gov/vuln/detail/CVE-2021-41183

Vulnerable Software & Versions (NVD):

e cpe:2.3:a:oracle:banking_platform:2.9.0:*;*:*:x* %%
e cpe:2.3:a:oracle:banking_platform:2.12.0:%:*;*;*;x:x:*

e cpe:2.3:a:oracle:big_data_spatial_and_graph:23.1:*:** %% **

e cpe:2.3:a:oracle:communications_interactive_session_recorder:6.4:*:*.*:****
e cpe:2.3:a:oracle:communications_operations_monitor:4.3;%;*;x* % **

e cpe:2.3:a:oracle:communications_operations_monitor:4.4:;%;xx* % **

e cpe:2.3:a:oracle:communications_operations_monitor:5.0;%;*;** % %%

e cpe:2.3:a:oracle:hospitality _inventory_management:9.1.0:*:*:*:*;**.*

up to (including) 11.14.0
e cpe:2.3:a:oracle:hospitality _suite8:8.10.2:%:*;*;*;x:x:*

up to (including) 17.12
e cpe:2.3:a:0racle:primavera_gateway:18.8.0:*:x:x * * %%
e cpe:2.3:a:0racle:primavera_gateway:19.12.0:*:*:x:x *x%
e cpe:2.3:a:oracle:primavera_gateway:20.12.0:*:*:x:x * %%
e cpe:2.3:a:0racle:primavera_gateway:21.12.0:*:x:x:x ***

e cpe:2.3:a:oracle:rest_data_services:22.1.1:*:*:*;-;x:x:*

e cpe:2.3:a:oracle:weblogic_server:12.2.1.3.0:%:*:**xx:x
e cpe:2.3:a:oracle:weblogic_server:12.2.1.4.0:%:*:** x x:x
e cpe:2.3:a:oracle:weblogic_server:14.1.1.0.0:*:**:* ***

CVE-2021-41184

jQuery-Ul is the official jQuery user interface library. Prior to version 1.13.0, accepting the value
of the “of" option of the ".position()” util from untrusted sources may execute untrusted code. The
issue is fixed in jQuery Ul 1.13.0. Any string value passed to the “of" option is now treated as a
CSS selector. A workaround is to not accept the value of the “of" option from untrusted sources.

CWE-79 Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting")


https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://www.drupal.org/sa-contrib-2022-004
https://www.oracle.com/security-alerts/cpuapr2022.html
https://lists.debian.org/debian-lts-announce/2022/01/msg00014.html
https://lists.debian.org/debian-lts-announce/2022/01/msg00014.html
https://www.oracle.com/security-alerts/cpujul2022.html
https://bugs.jqueryui.com/ticket/15284
https://nvd.nist.gov/vuln/detail/CVE-2021-41183
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2021-41184

Notes: JavaDoc embedded JQuery Ul - requires updated Java Version with newer javadoc

CVSSv2:

e Base Score: MEDIUM (4.3)
e Vector: /AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSSva3:

e MEDIUM (6.1)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:LIA:N

References:

e CONFIRM - https://github.com/jquery/jquery-ui/security/advisories/ GHSA-gpqq-952qg-
5327

e CONFIRM - https://security.netapp.com/advisory/ntap-20211118-0004/

e CONFIRM - https://www.drupal.org/sa-core-2022-001

e CONFIRM - https://lwww.tenable.com/security/tns-2022-09

e MISC - https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/

e MISC - https://github.com/jquery/jquery-ui/commit
leffa323f1505f2ce7a324e4f429fa9032c72f280

e MISC - https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA70OSY6D7XL4/

e MISC - https://lists.fedoraproject.org/archives/list/package-announce%40lists.
fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/

e MISC - https://www.oracle.com/security-alerts/cpuapr2022.html

e N/A - N/A

e info - https://github.com/jquery/jquery-ui/security/advisories/GHSA-gpgg-9529-5327

e info - https://nvd.nist.gov/vuln/detail/ CVE-2021-41184

Vulnerable Software & Versions (NVD):

e cpe:2.3:a:oracle:banking_platform:2.9.0:*;*;*;x;* ;%%
e cpe:2.3:a:oracle:banking_platform:2.12.0:%:*;*;****

e cpe:2.3:a:oracle:big_data_spatial_and_graph:23.1:*:** > **:*

e cpe:2.3:a:0racle:communications_interactive_session_recorder:6.4:*:*:*:*:x xx
e cpe:2.3:a:0racle:communications_operations_monitor:4.3:*:x:x x* %%

e cpe:2.3:a:0racle:communications_operations_monitor:4.4:x:x:x x * %%

e cpe:2.3:a:0racle:communications_operations_monitor:5.0:*:x:x* * %%

e cpe:2.3:a:oracle:hospitality _inventory_management:9.1.0:*:* % * % **

e cpe:2.3:a:oracle:hospitality_materials_control:18.1:*:*:* . *:*:*

up to (including) 8.14.0
e cpe:2.3:a:oracle:hospitality_suite8:8.10.2:%*;*;x**

up to (including) 17.12
e cpe:2.3:a:oracle:primavera_unifier;18.8:*:*:*:**;*:*


https://github.com/jquery/jquery-ui/security/advisories/GHSA-gpqq-952q-5327
https://github.com/jquery/jquery-ui/security/advisories/GHSA-gpqq-952q-5327
https://security.netapp.com/advisory/ntap-20211118-0004/
https://www.drupal.org/sa-core-2022-001
https://www.tenable.com/security/tns-2022-09
https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/
https://github.com/jquery/jquery-ui/commit/effa323f1505f2ce7a324e4f429fa9032c72f280
https://github.com/jquery/jquery-ui/commit/effa323f1505f2ce7a324e4f429fa9032c72f280
https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://www.oracle.com/security-alerts/cpuapr2022.html
https://www.oracle.com/security-alerts/cpujul2022.html
https://github.com/jquery/jquery-ui/security/advisories/GHSA-gpqq-952q-5327
https://nvd.nist.gov/vuln/detail/CVE-2021-41184

e cpe:2.3:a:oracle:rest_data_services:22.1.1:*:*:*:-;x:x:*

e cpe:2.3:a:oracle:weblogic_server:12.2.1.3.0:%:*:*;*;*;*;x
e cpe:2.3:a:oracle:weblogic_server:12.2.1.4.0:%:*;* %% **
e cpe:2.3:a:oracle:weblogic_server:14.1.1.0.0:*:*:**xx:x

CVE-2022-31160

jQuery Ul is a curated set of user interface interactions, effects, widgets, and themes built on top
of jQuery. Versions prior to 1.13.2 are potentially vulnerable to cross-site scripting. Initializing a
checkboxradio widget on an input enclosed within a label makes that parent label contents
considered as the input label. Calling ".checkboxradio( "refresh" )" on such a widget and the
initial HTML contained encoded HTML entities will make them erroneously get decoded. This
can lead to potentially executing JavaScript code. The bug has been patched in jQuery Ul
1.13.2. To remediate the issue, someone who can change the initial HTML can wrap all the non-
input contents of the “label” in a "span’.

CWE-79 Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting')
Notes: JavaDoc embedded JQuery Ul - requires updated Java Version with newer javadoc

CVSSva3:

e MEDIUM (6.1)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

References:

e - FEDORA-2022-1a01ed37e2

e - FEDORA-2022-22d8ba36d0

e - FEDORA-2022-7291b78111

e CONFIRM - https://github.com/jquery/jquery-ui/security/advisories/ GHSA-h6gj-6jjq-h8g9

e CONFIRM - https://security.netapp.com/advisory/ntap-20220909-0007/

e MISC - https://blog.jqueryui.com/2022/07/jquery-ui-1-13-2-released/

e MISC - https://github.com/jquery/jquery-ui/commit
/8cc5baelcaalfcfo6bf5862c5646¢787020ba3f9

e MISC - https://www.drupal.org/sa-contrib-2022-052

e MLIST - [debian-lts-announce] 20221207 [SECURITY] [DLA 3230-1] jgueryui security
update

e info - https://github.com/advisories/ GHSA-h6gj-6jjq-h8g9

e info - https://github.com/jquery/jquery-ui/commit
/8cc5baelcaalfcfo6bf5862c5646¢787020ba3f9

e info - https://github.com/jquery/jquery-ui/issues/2101

e info - https://nvd.nist.gov/vuln/detail/CVE-2022-31160

Vulnerable Software & Versions (NVD):

e cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.0:*:*:*:*:drupal:*:*
e cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.1:*:*:*:*:drupal:*:*
e cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.2:*:*:*:*:drupal:*:*
e cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.3:*:*:*:*:drupal:*:*

cowork.zip: cowork-javadoc.jar: jszip.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklInstaller

/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jqueryl/jszip/dist/jszip.js
MD5: 445655f2b60614c242f0c073c319ebd3


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2022-31160
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/6XBR3G3JR5ZIOJDO4224M3INXDS2VFDD/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/QB2FJQXCNHO32VGVOC6DY6IPGVE4VDU6/
https://lists.fedoraproject.org/archives/list/package-announce%40lists.fedoraproject.org/message/J5LGNTICB5BRFAG3DHVVELS6H3CZSQMO/
https://github.com/jquery/jquery-ui/security/advisories/GHSA-h6gj-6jjq-h8g9
https://security.netapp.com/advisory/ntap-20220909-0007/
https://blog.jqueryui.com/2022/07/jquery-ui-1-13-2-released/
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://www.drupal.org/sa-contrib-2022-052
https://lists.debian.org/debian-lts-announce/2022/12/msg00015.html
https://lists.debian.org/debian-lts-announce/2022/12/msg00015.html
https://github.com/advisories/GHSA-h6gj-6jjq-h8g9
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://github.com/jquery/jquery-ui/issues/2101
https://nvd.nist.gov/vuln/detail/CVE-2022-31160

SHAZ1: 2f46d4b06054852cdde51cee3764f71b8658da87
SHA256: 6c18a4b2cee69dd705e8a9ac911e2284f4a5c68c86031b86e067ffaf3a253938

Evidence
Type Source Name Value Confidence
Vendor file name jszip High
Product file name jszip High
Version file version 3.21 High

Suppressed Identifiers

e None

Suppressed Vulnerabilities =

CVE-2022-48285

loadAsync in JSZip before 3.8.0 allows Directory Traversal via a crafted ZIP archive.

CWE-22 Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal’)
Notes: JavaDoc embedded library. file name: reporting-22.10.zip: reporting-javadoc.jar: jszip.js

CVSSva3:

e HIGH (7.3)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L

References:

e MISC - https://exchange.xforce.ibmcloud.com/vulnerabilities/244499

e MISC - https://github.com/Stuk/jszip/commit
/2edab366119c9ee948357c02f1206c28566cdf15

e MISC - https://github.com/Stuk/jszip/compare/v3.7.1...v3.8.0

e MISC - https://www.mend.io/vulnerability-database/WS-2023-0004

e info - https://stuk.github.io/jszip/CHANGES.html

Vulnerable Software & Versions (NVD):

CVE-2021-23413

This affects the package jszip before 3.7.0. Crafting a new zip file with filenames set to Object
prototype values (e.g __proto__, toString, etc) results in a returned object with a modified
prototype instance.

NVD-CWE-noinfo
Notes: JavaDoc embedded library. file name: reporting-22.10.zip: reporting-javadoc.jar: jszip.js

CVSSv2:

e Base Score: MEDIUM (5.0)
e VVector: /AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSSv3:


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2022-48285
https://exchange.xforce.ibmcloud.com/vulnerabilities/244499
https://github.com/Stuk/jszip/commit/2edab366119c9ee948357c02f1206c28566cdf15
https://github.com/Stuk/jszip/commit/2edab366119c9ee948357c02f1206c28566cdf15
https://github.com/Stuk/jszip/compare/v3.7.1...v3.8.0
https://www.mend.io/vulnerability-database/WS-2023-0004
https://stuk.github.io/jszip/CHANGES.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2021-23413

e MEDIUM (5.3)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

References:

e CONFIRM - N/A

e CONFIRM - N/A

e CONFIRM - N/A

e CONFIRM - N/A

e CONFIRM - N/A

e CONFIRM - N/A

e info - https://github.com/advisories/GHSA-jg8v-48h5-wgxg
e info - https://nvd.nist.gov/vuln/detail/CVE-2021-23413

e info - https://security.snyk.io/vuln/SNYK-JS-JSZIP-1251497

Vulnerable Software & Versions (NVD):

cowork.zip: cowork-javadoc.jar: jszip.min.js

File Path: /nome/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorklinstaller
/buildtmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/jqueryl/jszip/dist/jszip.min.js
MD5: dc5d2aac976blad09faa452b4ce37519

SHAZ1: 3437dfaddce6aa98c78ff6768de5694a70768892

SHA256: 832e56e7fad75a5b965¢c546f31614531586871fa417bb4dfe125b658c7e3b381

Evidence
Type Source Name Value Confidence
Vendor file name jszip High
Product file name jszip High
Version file version 3.2.1 High

Suppressed Identifiers

e None

Suppressed Vulnerabilities =

CVE-2022-48285

loadAsync in JSZip before 3.8.0 allows Directory Traversal via a crafted ZIP archive.

CWE-22 Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal’)
Notes: JavaDoc embedded library. file name: reporting-22.10.zip: reporting-javadoc.jar: jszip.js

CVSSva3:
e HIGH (7.3)


https://github.com/Stuk/jszip/blob/master/lib/object.js%23L88
https://github.com/Stuk/jszip/commit/22357494f424178cb416cdb7d93b26dd4f824b36
https://github.com/Stuk/jszip/pull/766
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARS-1251499
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-1251498
https://snyk.io/vuln/SNYK-JS-JSZIP-1251497
https://github.com/advisories/GHSA-jg8v-48h5-wgxg
https://nvd.nist.gov/vuln/detail/CVE-2021-23413
https://security.snyk.io/vuln/SNYK-JS-JSZIP-1251497
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2022-48285

e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:.L/A:L

References:

e MISC - https://exchange.xforce.ibmcloud.com/vulnerabilities/244499

e MISC - https://github.com/Stuk/jszip/commit
/2edab366119c9ee948357c02f1206c28566cdf15

e MISC - https://github.com/Stuk/jszip/compare/v3.7.1...v3.8.0

e MISC - https://www.mend.io/vulnerability-database/WS-2023-0004

e info - https://stuk.github.io/jszip/ CHANGES.html

Vulnerable Software & Versions (NVD):

CVE-2021-23413

This affects the package jszip before 3.7.0. Crafting a new zip file with filenames set to Object
prototype values (e.g __proto__, toString, etc) results in a returned object with a modified
prototype instance.

NVD-CWE-noinfo
Notes: JavaDoc embedded library. file name: reporting-22.10.zip: reporting-javadoc.jar: jszip.js

CVSSv2:

e Base Score: MEDIUM (5.0)
e VVector: /AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSSva3:

e MEDIUM (5.3)
e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

References:

e CONFIRM - N/A

e CONFIRM - N/A

e CONFIRM - N/A

e CONFIRM - N/A

e CONFIRM - N/A

e CONFIRM - N/A

e info - https://github.com/advisories/GHSA-jg8v-48h5-wgxg
e info - https://nvd.nist.gov/vuln/detail/CVE-2021-23413

e info - https://security.snyk.io/vuln/SNYK-JS-JSZIP-1251497

Vulnerable Software & Versions (NVD):

This report contains data retrieved from the National Vulnerability Database.
This report may contain data retrieved from the NPM Public Advisories.
This report may contain data retrieved from RetireJS.

This report may contain data retrieved from the Sonatype OSS Index.



https://exchange.xforce.ibmcloud.com/vulnerabilities/244499
https://github.com/Stuk/jszip/commit/2edab366119c9ee948357c02f1206c28566cdf15
https://github.com/Stuk/jszip/commit/2edab366119c9ee948357c02f1206c28566cdf15
https://github.com/Stuk/jszip/compare/v3.7.1...v3.8.0
https://www.mend.io/vulnerability-database/WS-2023-0004
https://stuk.github.io/jszip/CHANGES.html
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2021-23413
https://github.com/Stuk/jszip/blob/master/lib/object.js%23L88
https://github.com/Stuk/jszip/commit/22357494f424178cb416cdb7d93b26dd4f824b36
https://github.com/Stuk/jszip/pull/766
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARS-1251499
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-1251498
https://snyk.io/vuln/SNYK-JS-JSZIP-1251497
https://github.com/advisories/GHSA-jg8v-48h5-wgxg
https://nvd.nist.gov/vuln/detail/CVE-2021-23413
https://security.snyk.io/vuln/SNYK-JS-JSZIP-1251497
https://nvd.nist.gov
https://www.npmjs.com/advisories
https://retirejs.github.io/retire.js/
https://ossindex.sonatype.org

